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SUMMARY

The concept of a Maintainer's Associate calls for a portable, expert-
system-based job aiding and training device to assist inexperienced electronics
maintenance technicians. In order to investigate a variety of issues--hybrid
diagnosis, knowledge engineering, and user interfaces--a prototype Maintainer's
Associate was designed and implemented for troubleshooting portions of the F-ll 1
6883 intermediate-level avionics test station. Both system development software
and delivery software are described. In a field demonstration, the prototype
system received highly favorable ratings for ease of use, speed of operation,
troubleshooting accuracy, and usefulness for job aiding and training. Implications
for future development focused on realizing the training potential of the system,

* enhancing user interfaces, and expanding the problem domain.
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S-- CHAPTIE II I tIf l 'lt

This report describes n v, ,: . , '-,f by) the Dei..er N eir: h

Institute (DRI) for the Air Force H , _ .: . ar The o us t;, of,.

." research and development ( ')) (eft ,rt ,.l , -K , '... t 0 the tu,-.r,. y
for a prototype Maintainer') A ,so r i,,-.

Before this effort > ri_.>:;,Yi , , .. '' "t rS>O."iat for t.(.

maintenance technician will ie dsru- > .1. . . .,o !rorrn a gairlety of
problems, policies, and technologies tliot tiic ' together to make its

realization both desirable and fectijlr,

Pa 1 -1Z .',ti

Current Maintenance Shortconings

" .. There are many win-iv ' . .vit ci 'r....rt job aids,
training, and technical docuineot,_ ti' ,,' 1 ir.- t'0 r!1, '.:Inter ance (Richardson,
Keller, Maxion, Poison, & De3ong, I -c1lric i !fc-lx riieri tation, for example,
is paper-based and physicall ) 1 ri Ird insufficient
cooperation between design eiir,,. of technical

documentation have led to prubr'z, c; .1-t inm usefulness; the
information is often out of line witi, , ,i . r, n 11 approaches to

problem-solving. The coordir),it-, V,' . _1 . i a o unentation and
instructional materials used for tr. ni c " ' '.ti, t et,-,c materials ano

other resources on the job stich . , i: t 1-, ui.prnent, is also
insufficient. Keeping paper-badS-r i, ' , ,,- aOdti' problorn, because

responding to and ircorporati .,,. ',, r, a te i r uirealistically
slow. Other current c uir/(u11.J,: F- r,,I ,ot stc'dat dization in

the acquisition process, th , f.'., t t. equipment, the
demand for more skiiled .. , 11 0 1. P ' iOO,, ind logistical

problems throughout 'raintir' - >1 IZ crhardsor et al.,
1985).

In addition to tl,, - -. m - . which
compound today's mnainteri r,, ' i ppoitig

weapon systems even :n r i. it(. F; t , -olov have

complicated rather th t' sir , lit r t I.-,'l,,gy tend' to
increase functionality bw i ,t .', ,', , ', ., r o' rres are

diminishing. Highly skilled pc jillt , t i t .! I In;. x ,en the
*'- supply of young persons of il! "pt, . t  rn I , tI irdttstry

for experienced tech C-1.i,'is s, t . ,I. k .n teo 'Acting
advancing technology's i rea, t ,.t i ' r : t brighter

:, -. personnel. A third trend 'a''' r ' n ridh ., ' Ire' ftuture.

Battle scenarios for the l,-ate v ' ., -, . , , , , ahility to

sustain intense surges; the ' ., ' 1:' - ! y to
mobilize against a mot . -iii I .horatory,

1984). All of these -eqi ( .c

-,

hi'
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in addition to the current maintenance situation there are two other
factors that have contributed to the concept of a rnaini iiner's associate: (a)
Department of Defense (DoD) policy, and (b) technologica i.dvances.

DoD Policy Initiatives

Foremost among policies that have contributed to the associate concept
is that which pertains to Integrated Diagnostics. This policy states that all
life-cycle concerns relevant to maintenance should be considered in an integrated
fashion. Integrated Diagnostics is a structured process which maximizes the
effectiveness of diagnostics by integrating pertinent elements such as testability,

% automatic and manual testing, training, maintenance aiding, and technical
information. The goal is to minimize equipment failures by addressing
maintenance and logistics support problems at the beginning of the design phase
of a system (National Security Industrial Association, 1983, 1984b).

Another important policy was the DoD logistics R&D initiative to
replace paper t-chnical orders with an interactive maintenance aiding device
(National Security Industrial Association, 1984a). There are numerous ongoing
R&D programs working toward this goal. In the Air Force, the Integrated
Maintenance Information System (IMIS) program (Johnson, 1931) is the first
program to clearly define the functionalities of a system to support maintenance
technicians' information needs through electronic means. In the Navy, similar
programs are the Personalized Electronic Aid for Maintenance and the Integrated
Diagnostics Support System. The phrase "maintainer's associate" was first used in
the 1985 National Academy of Sciences Summer Study on Fault Isolation in Air
Force Weapon and Support Systems (National Academy Press, in press) to describe
such a device. One of the recommendations that emerged from this effort was
that the Air Force should immediately structure a prcgra. to develop a
maintainer's associate system for a specific application in the near
future.

Technological Advances

The concept of an interactive job performance aiding and training device
i , feasbW, because of recent advances in artificial intelligence (Al) techniques

*" applicable to physical ssterrs, especially in the area of computer programs called
"expert ,stemns." Expert systems are able to explain their reasoning, deal with
uncertainty, and ( xn-nd to amn;'; ,. t their 'o;mipetnc:y. Although there are other
AI anpl alions to main te'nant, ,sut as .lesigi for testability and maintainability,
-nebeddei test ("smart" built-in test), off-line test (automatic test program

generatior), and logistics te, ison support, expert systerns can be used to address
the human resources prohlems:- of developing and suppnrting skilled technical
pers onnel throigh the corn, .-pt of a naintainer's associate.

.....



Development of a Maintainer's Associate

Due to the fact that R&D in the area of a maintainer's associate is still
in the exploratory development stage, there is sometimes confusion between the
concept of an associate, the design or plan for an associate, and the actual
prototype device that has been developed and demonstrated. To avoid this
confusion, the authors of this report will refer to the concept as it is discussed ;I
the following sections; i.e., in terms of the idealized scenario which describes how
a human technician and a portable machine should act in cooperation to

- .troubleshoot maintenance problems. The design or plan for the associate is the
overall scheme for the prototype which will eventually include features which are
attainable goals, but not all of which were realized in the present effort. The
name "Maintainer's Associate" will, throughout this report, refer to the actual
prototype device itself and its features as developed and demonstrated by DRI.

System Concept

The concept of an associate system involves a computer-based device
with three basic functions: an electronic information resource, a job aid, and a
trainer. Figure I illustrates how the system is expected to function as a flexible
integrator of different information resources. The system's internal memory
should contain a file of engineering design drawings, schematics, illustrated parts
breakdowns, and basic theories of operation. The system should also interface the
global data supporting the aircraft tinder repair. The fleet's maintenance history
and an aircraft's onboard diagnostic and operational data systems could be
accessed by data links and made available to the technician through the associate.
In addition to drawing on this maintenance corporate memory for the aircraft, the
associate should also build the memory by acting as an interface to a management
information system (MIS). The technician would use the associate to file reports
on work in progress and to record new insights of potential use to the technician's
peers and successors.

As a job aid, the associate concept involves an expert system capable of
providing advice and direction for performing diagnostic tasks. The systen should
enable unskilled technicians to perform as if they were skilled and to work
cooperatively with skilled technicians to solve difficult diagnostic problems and
capture these insights for subsequent use by less experienced technicians. These
system-user interfaces are expected to elevate the associate above the
traditional, "cookbook" job performance aids. They should promote, monitor, and
use the skill of technicians in a cooperative machine/human system. In contrast
to current automatic test equipment technology where a fixed sequence of tests is
followed, the associate is planned to operate from an expert system knowledge
base that cain develop sequence of tests "on the fly." Thus, the associate concept
permits the technician to peruse interactively the space of possible solwtions to a
problev. The technician would be able to observe the supporting data on which
the expert system has based its "solution" and to work in conjunction with the
conputer by assessing its conclusions.

3
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Figure 1. Illustration of the Maintainer's Associate System Concept. .
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As a trainer, the associate should be able to work with the technician
whose skill is still developing. Operating in a tutorial mode, the associate should
provide troubleshooting practice and track the technician's progress. The
technician would be encouraged to anticipate the expert system's diagnostic
reasoning. Given its foundation in Al technology, the associate should be able to
justify its decision to its human colleague. The technician should be able to begin
a tutorial session at convenient times, either during downtime in regular
maintenance activities or during time specifically set aside for training. Since a
knowledge base is the source of diagnostic expertise, the associate should be able
to respond to the technician at the appropriate skill level, based on a model of the
user and instructional principles. The model may also be tied to the technician's
personnel record and, in the aggregate, to the records of the entire maintenance
labor force. Full realization of the maintainer's associate concept would
integrate the traditionally separate concerns of training and job performance
aiding.

System Benefits

Several benefits are expected to result from the successful deployment
of a maintainer's associate in the field. As digital information processing replaces
the growing volume of paper technical documentation, the cumbersome bulk of
paper aids ceases to be a problem. In the digital medium, information is accessed
faster and manipulated more easily. Another projected benefit of the associate is
the promotion of technician excellence, because the system is intended to act as a
skill multiplier for novice technicians and as a skill integrator for skilled
technicians which would capture the corporate memory of a maintenance corps
regardless of personnel changes.

The risks involved in developing an associate within a 5-year time frame
are manageable. This statement is supported by three observations. First, the Al
technology upon which an associate is based has been developing through R&D for
over a decade. Second, demonstration prototypes have been developed for
nontrivial systems. Third, the Al software needed for an associate has appeared
in the pri,/ate sector, indicating that the risk has been reviewed and deemed
worthwhile by those with substantial economic interests. The level of resources
needed to develop an associate for deployment with a weapon system is likely to
be co;nmensurate with the data costs of the weapon system acquisition.
According to a 1983 Armed Forces Comptroller report on weapon system life-
cycle cost, 5% of the acquisition cost for a weapon system is for data (Lahore,
1984). However, the "know-how" developed in first efforts will be amortized
across the succeeding applications.

TarAet En nironfnent and Task

The tar,,t't enuironment for the prototype Maintainer's Associate was the
,r uter',,-ite-leu,,l avionics repair shop for USAF F-Il Is. Figure 2 shows the F-
1 6883 (ovierter/Flight Control Test Station which is used to fault-isolate

rinivif' ,tionirg line replaceable units ("black boxes") previously removed from
air r.ift ,n "if- flight line.

5
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Figure 2. F-I 11 6883 Converter Flight Control Test Station.

Autornatic test stations such as the 6883 were originally introduced to
oC.i( r eliminate the need for manual troubleshooting. However, manual

tro 1)1(shooting is still required to isolate faults which the test station cannot find
tmunit under test (UUT) and to isolate faults within the test station itself.
..htest stations are provided with a self-test capability, most technicians
ito tro-ibleshoot them manually.

*Figure 3 provides a simplified diagram of how an automatic test stat ion
) y switching stimulus signals through a patch panel and adapter (test

"t I.* Itterface) to the UUT. Response signals from the UUT flow back through
and are switched to measurement devices which compare the received

t,) 11 expected signal. This signal path is termed the "test loop," and there
~*tloop for each and every test applied to the UUT. The IJUT selected as

.-i-k:ation testbed for the prototype Maintainer's Associate was the Feel and
* 0;liter, which is tested by over 400 tests.

If the test station malfunctions, this is manifest during a specific test.
itirn would indicate a certain malfunction in the UUT which, when
*,stiils checks Out "bad." The key to troubleshooting the test station 1,;

f, p)robahle causes of the test failure are limited to those comnponents along
* vrf-rtly acti.ve test loop. This is why technicians prefer to troubleshoot thle
,t.,ton manually. They can use the current test informnation to narrow thle

for amalfunction, whereas the test station's self-test sequenltially check,-

6 1
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all components. The maintainer's associate design was developed to use this same
test loop strategy that experienced technicians use to troubleshoot the test
station.

STIMULUS TO UUT RESPONSE FROM UUT

MEASUREMENT --

SOURCE --. SWITCHING SWITCHING - DEVICE

TEST STATION INTERFACE

UUT

Figure 3. A Simplified Test Loop for Automatic Test.

Because the purpose of this R&D was to investigate intelligent
maintenance technology rather than build a system for field use, the diagnostic
coverage of the knowledge base was limited. The utility of a prototype would be
demonstrated if the system could fault-isolate from the test station as a whole to
the next level of repair; that is, to one of the 29 test station replaceable units
(TRUs). Achieving this goal would illustrate the fault isolation process through
one level of refinement. In order to demonstrate a second level of refinement, a
specific TRU was chosen for further fault isolation. (For field use, an associate
would, of course, continue refinement within all 29 TRUs until the appropriate
level of repair was reached.)

The diagnostic coverage of the prototype was also limited to
troubleshooting the test station when the UUT was the Feel and Trim line
replaceable unit (LRU). This LRU represents about 50% of the test station work-
load. Because the test strategy depended on troubleshooting the test loop, the
approach used was context-sensitive to the particular unit under test and its
associated test program set and set of test loops.

Goals and Objectives

The overall objectives of this effort were to conduct exploratory
research concerning the role of an associate and technologies for further
development, and to develop and demonstrate a prototype Maintainer's Associate.

7
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Exploratory Research j
The heart of maintenance is troubleshooting. Thus, a thorough

understanding of diagnostic problem-solving was a prerequisite to understanding
and designing the prototype Maintainer's Associate. Further, because 'he overall
goal of this effort was the development of an interactive maintendnce system,
both technician and expert system perspectives on troubleshooting were
investigated. Human troubleshooting, and its implications for intelligent
maintenance aids, was reviewed in a previous report (Keller, 1985). The present
report focuses on expert system approaches and specifically on a knowledge
acquisition strategy called "hybrid diagnosis" which uses knowledge about the
structure of the system under test, as well as knowledge about fault/symptom
associations.

Diagnosis is a special kind of problem-solving called "classification
problem-solving" (Clancey, 1984), in which the problem-solver selects from a set
of pre-enumerated solutions. Diagnostic test strategies are either precomputed,
as in the traditional automatic test equipment approach to diagnostic test; or they
are developed in real time as a diagnostic session proceeds, as is typical in the Al
approach. In either case, the set of "right answers" (i.e., the potential faults)
toward which a successful strategy converges, is known in advance.

The key to classification problem-solving is hypothesis refinement (also
termed "establish-refine"). A fault is isolated to one of a set of probable causes
at a given level of abstraction ("established"); then, the probable cause is broken
down into more finely detailed probable causes ("refined"). This process is
repeated until the fault is isolated to a sufficiently small probaifle cause set
(Chandrasekaran, 1983; Tanner & Bylander, 1984). This strategy is similar to the
three-level military maintenance philosophy of field, intermediate, and depot
maintenance. However, even when it is applied within one maintenaoce level, this
strategy of "divide and conquer" has diagnostic power and efficiency.

The refine step of the establish-refine strategy calls for selecting the
. one correct item from a set of possible items. For troubleshooting, the

refinement process itself consists of five steps which, when repeated iteratively,
converge on a fault at a given level of abstraction. These five steps are: (a)
decide whether further diagnostic refinement is warranted; (b) select where to
make the next observation based on maximizing the expected inforuation gain per
unit cost; (c) identify the expected value at the selected observation point; (d)
make the observation; and (e) determine the implications of this ohservtion in
terms of component blame or innocence. This process may be sum.iarized cs a
cycle of making observations and computing entailinents (de Kleer, 1184). There
are two ways of implementing this five-step refinement pr tces: the
specification-based or symptom-based approach.

Specification-based diagnosis. The specification-bas(,i app'rIN aCh, often
termed "deep reasoning" (also causal, topographic, topologic, or tate-based
reasoning), solves diagnostic problems by reasoning from a device model
(Genesereth, 1984). A symbolic representation of the components that constitute
a device, together with their input/output behavior and interconneclions, enables

*8 IL
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reasoning airectl} fro a "deep theory" consisting of information about intended
structure and behavior. Figure 4 shows the advantage of the specification-based
approach. The basic representation, the device model, is not specialized for any
specific task, sich as diagnosis, and therefore can be used for multiple purposes in
the design and si;-port of weapon systems. A related but simplified form of
specification -sed diagnosis is logic modeling, in which connectivity is modeled

but not module input/output behavior.

In tiw s;ecification-based approach, knowledge is represented as
propositions that are simple statements known to be true. Examples of such
staten-ents are "thC output Of the signal generator is connected to the input of the
oscilloscope' or "the amplifier is bad." Through the use of resolution-based
theorem proving (Genesereth, 1984), or other techniques (Davis, 1984), these

. statements are combined to develop new propositions. Lists of suspected faults
and tests to be made will have certain forms when represented propositionally.
The basic idea is to derive these forms from the current set of propositions when
a list of suspects or a measurement is needed.

Using only the device model, the composite behavior of the system can
be derived by propagating individual component behavior through the connectivity
network (Davis, t984; de Kleer 1976; Sussman & Steele, 1980). Knowledge about
this behavior is also constrained by applicable network laws, such as Ohm's and
Kirchoff's laws.

With the specification-based approach, the device model of the system
under test is in the engineer's mind if the diagnostic program is being developed
directly by a test engineer. If the diagnostic program is Al-based, then the device
model i,, in .. comnDuter. In either case, this model is used to generate
expectti.VIs t)otnt circuit measurements, which are compared with actual
rneasnre'ivmts. Discrepancius between expected and observed values are then
used to rule out ,,ort:tin components and cast suspicion on others. As described in
the fiv,, st- of the establish-refine cycle, the new state of the model is used to
select the next rt,-airernent, based on the maximum information gain.

_pto , -ased diagno'is. The symptom-based approach, often termed
"shallow rreAso' ''" ' so pattern matching, evidential, associationistic, or
ernp~icital rrornig), solves diagnostic problems by manipulating a set of

associatios l.r et ,,xmn symptoms and faults. With this approach, the associations
betweeT srtor. and faults represent a compiled form of knowledge which is
str,-a:ild;od , wid onditioned for the diagnostic task. The principles and models
frr, v, , ti .7widge is derived are not always readily accessible to the
p r ,i eern he unknown or forgotten. Often symptom-based
krn '),l I . ;I, er! ti( in nature (i.e., fallible) and is based on experience more
thn rc,,I d /-I d i ot ion.

1 i', vsociations in the symptom-based approach are founded
'n n~i •~I' i tons, but they may also be logical consequences
"ed,,. f. of the system under test. As such, these systems
-rer . ' -ti " 'l.d '!ii a (-ompiled form. Here, the device model and
"..genrl , I rt , . ntire used to -otrpute a special-purpose data structure
tailer , V ~i, i sk.
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Hybrid diagnostic reasoning. Al systems have been developed for both
the specification-based and symptom-based approaches. Human problem-solving
technicians also use either approach, but generally prefer to use shallow reasoning
when possible and resort to deep reasoning only when forced to do so (Rouse,
1984). Al systems can employ a similar strategy of using both techniques as
needed but to date they do not, tending instead to be one or the other, but not
hybrid combinations. The two approaches, however, are inherently interrelated. I
For example, there must be a causal explanation for every empirical fact. The
specification-based approach focuses on the causal explanation; the symptom-
based, on the known fact. With one exception, described by Fink, Lusth, and
Duran (1984), expert systems that capitalize on the potential synergism between

two approaches do not exist.

Table 1 provides a sample of literature relevant to computer-based
diagnosis. An in-depth review of work on specification-based diagnostic reasoning
is found in King (1982), and one volume of the journal Artificial Intelligence
(Bobrow & Hayes, 1984) is devoted to qualitative reasoning about physical
systems, bringing together research previously published in scattered conference
proceedings. Artificial Intelligence in Maintenance (Air Force Human Resources
Laboratory, 1984) contains a number of the works cited in the table. -r

Prototype Design and Development

Specific objectives for the development and demonstration of the
prototype included: (a) demonstrating a Maintainer's Associate that serves as a -'

skill multiplier for inexperienced technicians and as a skill integrator that uses
and captures the corporate memory of skilled technicians, (b) developing an
efficient authoring system for developing the Maintainer's Associate knowledge
base, (c) constructing a portable Maintainer's Associate hardware unit for the end-
user, and (d) collecting and analyzing responses from members of a maintenance
organization for use in guiding future efforts.

Chapter 2 discusses design detail, and the implementation of the design
is discussed in Chapter 3. Chapter 4 describes the knowledge engineering effort
conducted for the prototype. The results of the system demonstration efforts are
presented in Chapter 5. Chapter 6 provides conclusions and implications for the
entire effort.

"'s
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Table I. A Sample of Literature Relevant to Cornputer-Based Device Diagnosis

Diagnostic System
Approach Literature Reference Name

Logic Wong and Andre (1976, 1981)
Modeling Andre and Wong (1975)

Longendorfer (1981)
Cramer et al. (1982)
DETEX Systems, Inc. (n.d.) LOGMOD
Simpson and Balaban (1982); Simpson and

Agre (1983) STAMP
Cantone (1984); Cantone et al. (1983, 1984) INATE

Specification- Brown and Sussman (1974) LOCAL
based Stallman and Sussman (1977) EL

McDermott (1976) DESI
Brown (1977) WATSON
Brown, Burton, and de Kleer (1982) SOPHIE
Genesereth (1982) DART
Davis (1983); Davis et al. (1982); Hamscher

and Davis (1984)
Pipitone (1984)

Symptom-based McDermott and Brooks (1982) ARBY
Hinchman and Morgan (1984); Williams and

Hinchman (1983) IMA
Bonissone and Johnson (1984) DELTA
Davison (1984)
Laffey, Perkins, and Nguyen (1984) LES
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CHAPTER 2: DESIGN OF THE MAINTAINER'S ASSOCIATE

Three general design issues that were encountered and resolved in the
design of a maintainer's associate are discussed in this chapter. First, the issue of
hybrid diagnosis is considered, which integrates both specification- and symptom-
based knowledge in the same knowledge base and interprets both with a single
inference engine or reasoning strategy. Second, the target equipment presented a
special design challenge because the automatic test equipment is a reconfigurable
system; that is, its device model is not static but varies for each of over 400
different test number states. The problem of designing for reconfigurable
systems is therefore examined. Third, design issues related to the user interfaces
that support system authoring, skill multiplier, and skill integrator concepts are
discussed.

Hybrid Diagnosis

For each level of refinement in the hierarchical decomposition approach
to problem-solving, the compiled test tree spans from a parent node (a device
module at one level of the hierarchy) to a set of constituent component nodes
(that module at the next level of refinement). The test nodes between these two
levels correspond to subsets of constituent components. The diagnostic test tree
shown in Figure 5 represents the compiled knowledge of a specification-based --

approach to diagnosis which is now in a form compatible with symptom-based
diagnosis. The tree is essentially deterministic in character; given various
outcomes of tests beginning at the root node of this tree, the problem will resolve
to the correct faulty subcomponent at the next level of refinement.

C Coinponent

, ~Constituent subcomponents "'

Figure 5. A Specification-Based Test Tree with an Overlaid Heuristic Inference.

The strength of the symptom-based approach to diagnosis is in the use of

heuristics. These are "rules.-of -thumb" which capture knowledge derived from % -
experience. Although these rules are device-dependent, they often have a great :
dea! of diagnostic precision that is not derivable from a structure model. The

13n
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rules of inference in the symptom-based approach to diagnosis are in the formn
'1symptomn imnplies fault." Because there are few or no limits on what can) be

described as a Srnp torn, the rules can capture quite com-rplex patterns that serv(e
as signiatures to specific faults. Often these heuristic rules can shortcut several
levels of diagnostic tests generated by a specification-based approach. Heuristic
inferences of this sort can be represented by an arrow indicating that, liven a
Certain symptow pattern, a particular subcomnponent is directly suspected to be at
fault as shown in Figure 5. It is sometimecs necessary to backtrack and undo
diagnostic inferences based on heuristic rules, because a heuristic is not infaihble.
When this happn'ns, control moves up in the diagnostic tree instead of down, and
thie Drevious -),ith that did not yiela a solution is ruled out from furthe!
consideration.

In the design tar the prototype, specification- and symptom -based
diagnostic approaches were integrated by cornpiling the specificatioa1-based
informat-: a ito a diagnostic decision tree upon which symptomn-based heuristic
rules were overlaid. This integration cap,'italized on the ease of developing a
diargnostic 1Know)ledgc base that was characteristic of the specification-based
approatch. v0,,!5, at the same niine incorporating heuristic knowledge in the form of
svrV'tcim/±al t ssociations. Two important objectives of this design effort to use
hs~rid diagnosis included documnenting howA knowledge engineers build a diagniostic
tree SO tK)-t the)( oroc ess can be compuiter-aided or computer-automated and

*dete-rs inimig the relative propor tions o)f specification- and symptom-based
knr le ~ us Jin diagmn iis. The resul ts of these two a(tiitis in prototyvpe

de.'elopnient -ire discuss ed in Chapter 4i.

ReconfigUrable Systems

In deigning and developing the knowledge base, the frollowing questions
ha-d to be adAdressed: Since the test sta-tion cain he in any of over 400O states
(tdepteiding on the: test number it is executing), would there need to be one set of

rile a th kno-x edge base for each of thcse states' Further, what is the impact
-~ )f ,h-~tr of the sy'stern under test on the -ittuctlire of the diagr-ostic krowie-dge

These questions were addre-ssed by realiz 'g that whatever chan)ges in
stt the tetstation goes through, the test 'nap immains invariant at an

Appropri,_,te level of abstraction. In other word.,,, fr any Cuirren t state of the
or: in I is roujted through 'he IA liT t( ea1r-i device, asI

pr'i ; escribed in Figlire 3. Thus, at t1- f r, lc- el of refi nem en t, it i~s
po-sihie to v:wthe test station as A numiber of gcner;1_ re(,ions along tlc palh o f
te ~tntat - s et Fcr eac h tn . he i sSt ;tatl .n i.5 sent a sequen(:e- o f
pra r! ing i ~tru( tions wl'Jich set t ni in r( cp nr(d( to per formn thc, given

* . test. If it is a ime th -it test staIT on fa l urn is a 5 i0 U with a spe( H i

test nuse t,- n po~siblt to deterrTm- the ,,-cfie of the signal path ind
rae c.:pet lkana i IhrSe 'it the :ariouspon le W test L_-op. ienthis

erspectv, In-y onftn-i diagnostic test tree :i it he de veloped

AK



This diagnostic test tree is a hieorlrc-hv of tests which splits the set of all
probable causes of failure (represented bv the root of the tree) into small s'jbsets
until a failure can be isolated at the rurrent level of refinetnent. D-)eveloping this
tree requires deciding where topologically to measure and the consequences of a
measurement in terms of absolving or blaming conponents. For any specific
test, these requirements translate into knowing the precise physical location for
test and the correct signal value to expect.

There are several alternatives for deriving these expected measurement
parameters. One approach is to interface the expert system with a correctly

functioning piece of hardware. This is the ap,-,roach token in, signitur araly,'5s.
A second approach is to query a standard circuit simulator, as is done in SOPHIE I
(Brown, Burton, & ne Kleer, 1982) or STEAMER (Hollan, Ste-ions, & Williams,
1980), As a third approach, a device model may be used, with expected
measurement values computed through constraint propagation and dependency-
directed backtracking (Davis, 1984; Genesereth, 1984; Sussman & Steele, 1980). A
fourth alternative is to have subject-matter experts or knowledge engineers
develop expected values mentally and enter these values into the expert systemr as

*" data, as was done in Pipitone (1984).

In the present effort, a fifth alternative was employed. A file of
expected measurements was developed from the test program set for the
automatic test station and the tabular and schernatic information available from
the technical documentation. This file of expected measiirements was generated
by a special computer program called a parser. The parser was designed as an

• editor so that it could be used with other test stations or with other equipmient
with sets of data organized by system state stipu!atiog expected signal voliue1 ond
locations. Details of the parser are discussed in Chapter 3.

User Interfaces

In order to implement the desired tiutiuns of the rdi'toi er's oss,', te
" concept, DRI designed a series of user interfaces. These i;lt .e en, i lrv t-

technician to be both system-builder and end-user, because botl, ,i-e i frr , tLirit t'
the successful development, use, and main tenonance of th,- doonaSse Oh ,. ,
system operates. In the following se(ctiois, thme d, ,i-n It f c-,t , f
optimal user interfaces are presonted: ai ig ,.,' t i

. interfaces, and skill integrator interfaci.

The Authoring S,tn

The deTmonstration of tool <, for dh i,.lo ei, t ' ii.,-
neariy as important a > the dctoorr tt- tion) (,I t ', ,r to vp I .' . .
implenentation of th(w d-''i, /e x I
efficiently develo), ifehl , an :i.ftli. 'c.r r. <(l , . .
expected that soi e kiio\, , ed ., r,;, . ' :., ' <.cr \% )hl . r
conducted during S'-te':i op-ration, It Was<  /it,! t1,11 the : :t i-irl' IO', .,

"I-
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integrated with run-t ie ;oi t sn o 'hiiiI fiu aldge engineer or author can
transfer effortlessly 1hetwec- iH the Jev i cc vtid editing its knowledge base. To
enhance this process, variouIS :)f' ~ infurmittion miust be visible and accessible
to the user. The editor ' oI ore dJesigned to augment domnain-specific
messages with all other perim'ent iriforriiation i egarding the state of the expert
system architecture. ThiO vIS0 Iii lt, of til- 14iforiA tIon suggested that the editor
be termed a "glass box."

Two procedures woeo e te gnaed lo inplenient changes in) the state of the
system. The first mnethod was single ' te pping, in which states shift step-by-step
in accordance with the 'inrrt I ('te' r er ngine. The second approach
was interaction-s toppin, vw -- tin in ,t~itc- is uisible as the system pauses
for user interaction. F~eciwse I hi% fl1 nlows the systemn author to step the
expert system through its algorithm1, 1'eWing the resulting states along the way,
the editor is also termned a "runnale ( , di tor.

The Skill Multiplier Interface

At the Minimum, a 'iitiri sassociate inust prompt the user for only
necessary information and inform the user of the eventual diagnosis. In this
mode, the systemn wonid operate as a fully proceduralized job performance aid
(FPJPA). However, traditional F.PIPAs neither promote active learning nor
recognize any differernes 11 Cie -dptne In this section, a number of
potential skill multiplier inemao' hich we-re designed to support on-the-job
learning are described.

T -che w -to' itltevird of this interface is to augment the
normial interaio -lr '1 1., tt ,; i 1wil tiple-choice question regarding a
specific slialraI tec, -it' (4 iii od in'orriatiofl about where to locate the
sign)al or hwto 1p''r I o - 0 If-t or exam ple the interaction frame might ask
the techniin to01,( He ,'. 'It, , ) . 'LT ' - ii' repoDcrt the value. If the technician
does not kncw. hiow 'o do V ] (- no'.. to Mterface would provide details. The
level of dleti i -could V' ( t'lr iie r'h!ll so that the user gets just the
right amnount of !,-11 .. ;) *- 1,. /w 1 1- n thi s interface,, as in interactions
thernsel'/,,, ominIri-. [(\t 'And

T'ie ' wfv-i'- 7 -' 'T '0 ,!il n ul ti ol icr interface involves the
diagnos tic or~n~ slI I'- ere ', is of physical manipulations. The
where- fro' fin ti m ''', tb ' r a "W~ha-t has ha'ppened so far?" Lists of
previously exe ijt-tt vav,!so5 assertions in working memory,
and prob,_ , %1,;,;:!_i' '>1 . 0 a~ of refinement. Also, if evidence
inc] ucied ai I~ t ' I c' ~ k inow edge engineer during
kno ,Iedge ,t,,ro 'j .; ,'-j ixplminat ion would be accessed
througL t r

"I~~- ne'c,' iit '' t -' I,,()''i relates to the diagnostic

process arnd -t~w slir m.IHrI re that question now?" or
"Whv shouk!a I (. )I i'1 I' ' \'i!''to quer y, the system

% ~ would .Xpl'i'rl whl't ' nmii, tihg this test and how that
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evidence may help discriminate among current probable causes. This information
would be presented as an English-like rendition of the rules of evidence which
caused the interactions to queue up. The user would also be able to request to see
the other tests which queued up for this level of refinement and their associated
evidence or any canned messages associated with the evidence.

These skill multiplier interfaces would allow the user to obtain more
information about the ongoing diagnostic session. This information is accessed, as
needed, under the user's control and thereby promotes skill development on the
job. This should prove effective because the user is presented with this
information only when requested and always in context.

The references interface. The expected values of various measurements
are provided to the technician by the system through message interactions. In
developing the database of expected values, indices to the sources of information
can also be saved. Through this interface, it would be possible for the technician
to access this additional technical documentation. In answer to a technician's
question (such as "How did you know to check pin XYZ?"), the system would direct
the user to the appropriate reference for that information.

Future implementations of a maintainer's associate could extrapolate
this interface to a general context-dependent index to all technical information
about the system under test: theory of operation, setup, checkout, calibration and
alignment procedures, schematics, tables, illustrated parts breakdowns, and
removal and replacement procedures. Having this information stored on-line as a
relational data base alleviates the two principal shortcomings of current
documentation: the physical bulk of paper-based documentation and the difficulty
in finding and cross-referencing needed information.

The tutor interface--maintenance troubleshooting simulation. The four
skill multiplier interfaces described above were designed to be available to the
user during a consultation at any point in the current diagnostic process. In
contrast, the tutor interface would be a distinct, special-purpose mode of
operation that could be selected while the user has some spare time or during a
time period allocated to formal study. In the tutor mode, the basic consultation
process would be reversed: Instead of the associate fault-isolating for the user,
the user would fault-isolate for the associate. Rather than providing input
requested by the maintainer's associate, the user learns to lead the associate by
generating the diagnostic steps that it would follow. A strategy would have to be
developed to avoid potential natural language problems. For example, the tutor
might display a list of probable causes, including one that does not belong, and ask
the user to identify the distractor. Similar means of forcing the user to
anticipate the associate's processing would be developed for the other steps in the
establish-refine cycle. The exact sequence the u~er must follow, given a selected
fault for maintenance simulation, would be generated by following the path that
leads from the fault back up to the root of the diagnostic tree. The tutor would
build this path bottom-up, and then force the user to follow it top-down.

In future implementations, this interface could Le linked with the status
records of the technician's on-the-job training curriculum. If the objective of the

P.
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curriculum was to enable the technician to troubleshoot any fault known to occur,
the diagnostic tree itself would handily represent a hierarchical description of the
curriculum; i.e., the technician's competence could be modeled as an overlay on
the diagnostic tree with the portions that the technician has mastered marked as
such. Then, employing a suitable sequencing strategy, a new tutorial simulation
exercise could be selected in accordance with both the training curriculum and
the trainee's demonstrated competency.

Through the tutor interface, the technician should learn the basic
establish-refine approach to diagnostic problem-solving and the specific structure
of the solution space. If the technician strays off the tutor's path, immediate
negative feedback would be provided, justified where possible with the canned
rationale for evidence rules. The technician would be (a) taught in the context of
problem-solving, (b) modeled as an overlay or subset of the associate's rule base,
(c) instructed in the goal structure of diagnostic problem-solving, (d) have his or
her working memory load minimized, and (e) have the exploration of wrong paths
cut off immediately. All of the above features have been described by Anderson,
Boyle, Farrell, and Reiser (1984) as the functional prescription for intelligent
tutoring systems.

The Skill Integrator Interfaces

Skill integrator interfaces would have three functions: (a) to support
user initiative in diagnostic problem-solving, (b) to capture the corporate memory
for troubleshooting as this memory develops, and (c) to support routine
maintenance event reporting. Three specific interfaces were designed to
accomplish these functions for the maintainer's associate system.

The "browse" interface. The solution space in the Maintainer's Associate
can be represented as a structured hierarchy of probable causes, with some
indicating specific components and some indicating subsets of components. The
browse interface would allow a visual representation of this hierarchy, which the
user could peruse. Using a mouse or other pointing device, the user could also
point to any node in the tree and call up the list of assertions which must be true
in order for the system to accept that the fault could lie in the subtree beneath
the indicated node. Because more than one path from the root of the diagnostic
hierarchy to any given node may exist, the list of acceptable facts would be only
suggestile of what actually may be the case. The user could use the browse
interface to compare what he or she knows to be true to what the maintainer's
associate system would accept as true for a given fault at any level of
refinement.

The "jump-ahead" interface. This interface would allow the user to
initiate diagnostic refinement at any given node in the solution hierarchy. While
operating in the browse mode, if the user found a good match between what is
known and a certain probable cause, the consultation could be started at that
point. In starting at selected nodes, the Maintainer's Associate would not assert
the f Cts it would believe. If these facts are subsequently needed, they would be
autornatvally substantiated through the normal interaction mechanism. If the

aI
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user made a poor judgment about where to begin, the system would eventually
back up to the user's indicated starting point and explain that no further progress
could be made with this node as the starting place.

The briefing interface. The briefing interface would have two facets:
prebriefing and debriefing. Prebriefing would permit access to the maintenance
information system's records on the aircraft, system, black box, or card under
test. Useful information such as the component's repair history or environmental
and mission correlates of the malfunction could be accessed with this interface.

The debriefing interface would be a gateway to a text file for user
comments. These comments could be indexed by the node in the probable cause
hierarchy at which notes were entered; and users could make comments, about
any aspect of the interaction with the associate, ranging from apparent knowledge
base inaccuracies to suggestions for new rules.

In a sophisticated associate, this interface would not merely accept
textual input but would actively format it in accordance with the comment type.
If the comment concerns the knowledge base, the system would verify this with
the user and attempt to formulate the suggestion in the semantics and syntax of
the rule base. Furthermore, in later developments, the briefing interface would
not only accept user comments, but also request them. For example, when the
user successfully solves a problem using the "jump-ahead" interface, the
Maintainer's Associate would use the interface to initiate a dialogue to capture
the heuristic that the technician had successfully applied and which enabled the
jump-ahead.

Later versions of this interface could also serve as the technician's
access point to the ground-based maintenance information system in which data
about the maintenance event are collected and/or reported. The technician could

* input the corrective action, time taken, and other standard maintenance
information upon the successful completion of fault isolation and repair.

As previously noted, the design features outlined in this chapter provide
an idealized operationalization of the maintainer's associate concept. Those
features that were selected for implementation and demonstration in the
prototype system are described in the next chapter.
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CHAPTER 3: SYSTEM IMPLEMENTATION

The basic system software and delivery hardware for the Maintainer's
* -Associate were developed by General Dynamics, Electronics Division, as part of

an independent effort. For the development of the Maintainer's Associate
prototype, it was necessary for DRI to modify this basic software and design a
parser. This chapter describes the additional software development and
modifications, as well as the original software and hardware.

System Hardware

Software development and rule base authoring were accomplished on a
Xerox 110 personal workstation (Interlisp-D), configured with 1.5 megabytes of

- main memory and a 43-megaLyte hard disk. The display was a large-format CRT
(17" diagonal) with a high-resolution bitmap (1024 x 808 pixels). The delivery
hardware provided by General Dynamics, Electronics Division, was a portable,
battery-operated, briefcase-sized unit termed the "box." As shown in Figure 6,
the box houses the battery pack, main processor (Intel 8086), 1 megabyte of
random access memory, and a removable display/input unit. The battery pack is

m.5h

.Figure 6. The Maintainer's Associate Portable Unit on F-Ill Test Station
S Worktable.
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capable of supporting 10 continuous hours of operation. The display/input unit is
approximately 5" by 8"; has an electroluminescent screen with a resolution of
256 x 512 pixels and a 16-element keypad next to the screen, consisting of the
digits 0 through 9; single keys corresponding to the user interfaces WHERE-TO,
WHERE-FROM, HOW, MARK & RETURN; a key to move forward, labeled NEXT;
and a key to move backward, labeled BACK. Software is downloaded from the
development system into the box via IBM PC and RS232 connections. DRI's
completed prototype Maintainer's Associate occupies a total of 118K bytes of the
box's memory, including 23K bytes for the run time software, 13K bytes for the
knowledge base and associated graphics, and 59K bytes for a file of expected
measurements.

Supporting Software Environment

Expert System Architecture

The expert system shell used ior this project is Rule-Kit (General
Dynamics, Electronics Division, 1984). Rule-Kit's architecture, shown in Figure 7,
uses classification problem-solving, the establish-refine approach, and a
knowledge base consisting of a diagnostic hierarchy. Each node in the hierarchy
contains a list of successor nodes, into which the parent is refined, and a set of
rules of refinement called "evidence rules."

The basic Rule-Kit algorithm has as its objective, at each level of
refinement, picking a "winner" from the successor nodes using the evidence rules
contained within the parent node. This list of successor nodes is termed "the
refinernent list." The evidence rules ascribe weights to members of the
refinement list, based on the existence of certain facts in working memory (the
collection of facts developed during the course of a diagnostic session).

The first step in this process determines the existence within working
fnerrory of a fact which will cause one of the evidence rules to fire, thus assigning
a specific weight to one or more members of the refinement list. After all of the
evidence rules have been scanned and matched against memory, the refinement
list is examined to see whether or not one of its members is now a "winner"
(defined as having an accumulated weight of 100 or more points). If there is a
winner, then the refinement process begins again, using the winner as the node to
be refined. If there is no winner, the evidence rules are scanned again to index
corresponding interaction frames which are used to request information from the
user. After all the interaction frames have been collected, they are prioritized
according to potential information gain. This is computed as the total points for
all interaction frame outcomes ascribed by applicable evidence rules to members
of the refinement list, divided by the cost of running the test and the number of
outcomes.

The next step in the process is to run the first interaction frame on the
priority queue. At the conclusion of the interaction, a fact is asserted in working
memory corresponding to the new information developed. This fact is now
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matched against the evidence rules and the appropriate rules fire, thus ascribing
new points to the members of the refinement list. This process is repeated until

one of the members of the refinement list is a winner or there are no more
interaction frames that can be run (given a winner, the refinement process
continues). If there is no winner, however, that member of the refinement list
with the most accumulated points is selected.

-" When no further refinement is possible, it is necessary to determine
whether or not the refined component is indeed responsible for the filure. If not,
Rule-Kit backs up the diagnostic decision tree to a point of uncertainty -nd
selects a different path from the one that led to the inaccurate diagnosis. By
storing the refinement data in an audit stackmovement backward through the
tree is controlled simply by popping data off of the audit stack. The degree of
backtracking required is determined by popping the stack until a decision point is
discovered which had no clear winner (i.e., no element in the refinement list with
at least 100 points). The successor node that had been chosen is then eliminated
from the refinement list, and the diagnostic process resumes at this level.

The Rule-Kit software employed in the Maintainer's Associate project
consisted of (a) a Rule-Kit development system, (b) a Rule-Kit delivery system,
(c) a Validator-Verifier, and (d) a graphics workstation. Each of these elements is
briefly described in the following sections.

Development System

The development system software provides for editing and running a
Rule-Kit application. It is written in Lisp and has been ported to a number of

. different machines, including a Symbolics 3600, a Xerox 108, and an lMi PC-XT.
Although the versions of Lisp differed for each host system, the application
knowledge base was completely portable since its syntax is invariant (sinply an
ASCII text file). The development system consists of the Rule-Kit inference
engine and a set of commands used to run consultations and to build or edit the
knowledge base.

Delivery System

A streamlined version of the Rule-Kit software enabled running
consultations on the portable hardware unit. This software was written in the "C"
programming language and occupies 23,552 bytes. Knowledge bases deieloped on
the development system were transferable, without change to the rule syntax, to
the run time (delivery) environment for execution by the Rule-Kit run time
system. The run time system compressed the knowledge bas, file in order to
minimize memory space usage in the portable hardware unit.

Validator-Verifier

The validator-verifier is an automated version of the Rule-Kit mlfc:ence
engine. Its purpose is to take an existing application (knowledge base) and
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exhaustively construct all paths from each initial symptom, within a given range
of focus, to its terminating probable cause. For each path, an audit trail is
maintained that contains pertinent information used in constructing the line of
reasoning from initial symptom to terminating probable cause: the interaction
frames examined, the answers selected, the level of consultation, the assertions
made, and evidence points given to probable causes. In addition, the validator-
verifier labels all assertions according to supporting evidence linkage, whether
currently linked (evidence exists at current level), later linked (evidence exists at
lower level), or not linked (no evidence at any level). All audit trails are saved for
interpretation by the user through the use of a number of analysis functions.

Graphics Workstation

* This facility supports the construction of graphic images displayed in
conjunction with interaction frames. Using a graphics table and user-friendly
menu of options, graphics with associated text are rapidly developed, scaled,
edited, and saved for use. Graphics are postprocessed by a data compression
routine to minimize memory usage.

System Development

,The Denver Research Institute developed three related software
elements for the prototype Maintainer's Associate: (a) the CENPAC parser; (b)
modifications to the existing Rule-Kit, specifically the glass box editor; and (c)
user interface features. In order to explain the use of the prototype and the
software, a scenario which illustrates typical troubleshooting procedures is
presented.

A Troubleshooting Scenario

The setting for this scenario is an F-Ill intermediate-level maintenance
shop. A faulty UUT (in this instance a Feel & Trim Computer) is delivered by
flight line personnel for diagnosis and repair. The technician begins
troubleshooting by connecting the UUT via cables to the 6883 test station and
initiates the appropriate automatic testing sequence. The test station, under the
control of a CENPAC computer, performs a series of tests on the UUT, each
designed to test a specific component of the UUT. Assume for this scenario that
th, testing soquence halts at test 301982. This test failure seems to indicate that
the rnalfwirtiori has been located. At this point, the technician disconnects the
faulty jULT and re-runs test 301982, this time using the shop standard UUT known
to be in perfect working condition. The test fails again, thus isolating the fault to
the test -tation itself rather than the UUT.

-IH a typical maintenance shop, the technician would now use the
tehr.i Iri' o rv l cOfnrTlon manual test equipment to pinpoint the fault. With
the as-,- , : of tie Maintainer's Associate, however, the technician is aided in
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this further troubleshooting process. The Maintainer's Associate asks the
technician to make a series of tests and report the findings, and uses the answers
to help isolate the malfunction. To isolate the fault, the Maintainer's Associate
uses data generated by the CENPAC parser.

The CENPAC Parser

The CENPAC parser was developed in order to provide important state-
specific data to the run time Rule-Kit software. At the beginning of each
consultation session, the Maintainer's Associate asks the technician to enter the
test number at which the test station failed. Based on the test number, the parser
places in working memory the set of instantiations (expected measurements) for
each generic region of the test station. For the 301982 scenario, a number of lists
are placed in working memory, each of which includes: the generic region which
serves as the key for the match (e.g., STIMSOURCE-OUTPUT), the signal value

-' expected to leave the region (e.g., .08 Hz 4.0 VOLTS MOD-SIN-WAVE), and the
location for measuring the signal (e.g., A4A434 PINS A B). A4A4 is the reference
designation used by the 6883 test station documents to denote the signal
generator.

These lists of information are used in the following way. In the Rule-Kit
interaction frames, all references to the test station are made in terms of generic
regions. The interaction frames for these regions contain variables in the
",essage template which are bound by matches to the working memory just before
the interaction frame is run. For example, an interaction frame might ask:
"Check the output of the stimulus source at SIGNAL-LOCATION for this signal:
SIGNAL-VALUE. Is the signal correct?" When this interaction frame is invoked,
working memory is scanned for a match on the region associated with this
interaction frame, STIMSOURCE-OUTPUT. When the match is found, SIGNAL-
LOCATION and SIGNAL-VALUE are replaced in the interaction frame message
with the specific signal location (i.e., A4A4J4 PINS A B) and the specific expected
sigial value (i.e., .08 Hz 4.0 VOLTS MOD-SIN-WAVE), so that the message now
reads:

..- "Check the output of the stimulus source at A4A4J4PINS A
B for this signal: .08 Hz 4.0 VOLTS MOD-SIN-WAVE. Is
the signal correct?"

The generic region instantiations that are generated by the parser could
not be derived directly by decoding the test program set for a given test number
as technicians do. Instead, the information had to be derived from the
accumulated state of the test station at the start of each test. To illustrate how
the test program set for successive test numbers yields all the information
needed, consider the example scenario once again. For test number 301980, which
precedes 301982, relay 10/I is set to route the stimulus signal to the UUT; and the
generic region instantiations for that test include pins and test points associated
with relay 10/1. In test 30i982, relay 05/2 is set to route the stimulus signal to
the I UT. As tests are run sequentially until all of them complete without error
or until the testing sequence halts at a failed test, the generic region
instantiations for 301982 include pins and test points for both relay 05/2 and relay
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10/1. Relay 10/1 was not reset after 301980, and is still available to route signals
during 301982. The parser handles this problem of state accumulation by breaking
the code translation process into two steps: (a) decode the test program set in
order to identify the major devices used in the test and the value of the signal
routed to and coming out of the UUT; and (b) use the components identified in the
first step to pinpoint the signal path used in the test, thus enabling test locations
to be identified along the signal path.

Figure 8 provides a detailed description of the parser process. The test
program set is decoded using encoded definitions from the technical orders as
seen on the left-hand side of the figure. The decoded test program set is used to
;,"nulate the test station configuration. Finally, encoded technical orders tables

.. ,d a list of abstract regions are matched against the test station configuration to
yield test locations and expected signal values. This process is described more
completely in the following sections.

Decode the test program set. The first step in parsing, the decoding
process, is relatively straightforward. For the 6883 test station, the test program
sets are represented as hexidecimal codes and subcodes, which are easily
distinguished. Once a code is recognized, it is simply a matter of looking up the
code and its subsequent subcodes in the appropriate technical orders table to
obtain the translation. For example, a portion of the test program set from test
301982 looks like this: . . . 325100 131025*325100 414058* . . . For each set of
. .x characters, a trailing "*" indicates that the set begins with a new code; thus,
in the example, 13 is a new code and 1025325100 are the associated subcodes.
Subcodes always follow the code to which they pertain, and the discovery of a
code in the sequential code/subcode string indicates that a different table must be
used. Figure 9 illustrates the translation process. Using the proper technical
orders table, it can be seen that the code/subcode string shown previously,
131025325100, provides the following instruction regarding 6883 configuration:

*' "Set stimulus relay 05/2, transfer signal directly."

This decoder is not device-specific; that is, it contains no specific 6883
knowledge. Both the test program sets and the technical orders tables associated
with each code are viewed as data. This means that with the addition of the
proper code translation tables, the decoder can be used for other test stations or
other state-dependent equipment.

-' Identify the signal path. The second parser component, the state
accumulator, contains some very specific, domain-dependent knowledge. The

-" accumulator uses global variables to keep track of the system state; these
variables contain information about active stimulus sources, set or reset stimulus
relays, current response relays, and currently active measurement devices. For
each (sequential) test number, the decoded test program set is used to change the
appropriate global variables. In this way, the accumulator identifies the test
station components in use during the test. The components are then mapped
across those generic regions which will be referenced by interaction frames in the
prototype Maintainer's Associate. The final step is to identify the pins and test
points associated with each region. A technician would do this by looking up the

-arious components in the appropriate technical orders tables and/or schematics;
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Address/
Subaddress Information

Unit Code Code Function

SWITCHING TRU 1-3 - I-(0-9) Relay group: tens digit
Stimulus Switching 2- (0-9) Relay group: units digit

- 3-(0-9) Stimulus relay set
j-.4-(0-9) Stimulus relay reset

5-I Transfer directly
5-2 Transfer on program control
5-3 Transfer on time limit

subcodes 5-4 Transfer on go
/ ,/ 5-5 Transfer on low

/ //5-6 Transfer on high
5-7 Transfer on on-off response

1 5-8 Transfer on no-go

1 30 ! ' ' '3 21 Set stimulus relay 05/2,
Transfer signal directly.

Figure 9. Illustration of the Translation Process for Automatic Test
Programming.

" the accumulator works the same way. Using indices derived from the identified
components, the appropriate tables yield signal location information for each of
the generic regions. Nearly 30 technical orders tables and schematics have been
encoded for use during this process (see Appendix A).

It was orginally thought that the accumulator could obtain all necessary
information (input and output signal values, signal source, stimulus and response

.. relays, and the measurement device for the test) from the decoded test program
set. However, although it is true that most of the tests use all of these

, components, there are some tests which use only the signal source and stimulus
relay(s). Still other tests do use all the components, but they are identified in the
test program set for a test which has already been run. Further, the expected
signal value for the response side of the test loop is not always present in the test

* program set. To handle these variations in programming, specific rules were
"* developed.

Multiple stimulus sources. There ire two types of signal sources for
the 6383: hardwired signals whose voltage never varies; and signals produced by a
test station device, such as the Ratio Transformer or Signal Generator, whose
.'oltage is determined via the decoded test program set. Hardwired signals are
simply power sources which are connected to a stimulus relay. The relay acts as a
gate to halt the flow of current or allow it to pass through to the UUT. When the
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relay is set, the hardwired signal source is active; when reset, the source is not
used. In this way a hardwired signal source can be set in a given test, but used in
many subsequent tests. The state accumulator uses each active hardwired signal
for each test until a command is encountered (from the decoded test program set)
to reset the associated relay, thus rendering the source inactive.

In the test station there are several devices that are activdted by the
appropriate setup commands and that may be used to' generate a signal. in
dddition, each source Is connected (just like the hardwired signal) to a specific
rela' . The relay must be in the proper set or reset position to allow the current
to pass freely. A given test uses only one signal input from a given signal-
producing device; however, a single test program number may generate numerous
sourc,erelay combinations. For example, test number 301982 instructs the Signal
Generator to generate three separate stimulus signals, while the test itself makes
use of only the first signal. The accumulator keeps track of each signal
separatt:y, using the first signal to set the test station state for the current test,
the second for the next test, and the third for the next test after that. In
addition, the signals so generated remain active as long as the associated relays
remain in the proper set/reset position. This means that the three signals
generated in test 301982 may be reused several times, as with the hardwired
signals. The difference is that only one of the three signals may be used for each
test, and the accumulator must use them in the proper sequence: first, second,
third, first, and so on.

In most cases, both signal types are present in the same test. Any
experienced technician would troubleshoot the paths designated by each of the
source/relay combinations. The Maintainer's Associate must provide signal
location and value information for all paths in order to properly duplicate the
human troubleshooting process. This is accomplished by providing several
instantiations for the generic regions, all of which are associated with the same
test number. Test 301982 contains four such signal sources: the FCS Power
Supply, the Signal Generator, a hardwired signal routed through relay 10/1, and
another hardwired signal routed through relay 05/0. The accumulator recognizes
those cases when more than one signal source is present and generates a set of
instantiations to represent each source. Rule-Kit, in turn, provides the

-mechanism to query first one set, then the next, until the malfunction is found.

Variations in response signal designation. The majority of tests
set a response relay which routes the output of the UUT to some measurement
de-ice. For these tests, the response relay and measurement device(s) are
identified by the decoded test program set. Identification is straightforward and
tne accumulator needs no specialized rules to set the state of the test station; the
signal lalue is calculated using upper and lower limit values found in the test
program set. There are a number of ' 's, however, that this scenario may vary.
,i some cases, the response signal is not routed through the test station.

Troubleshooting such a test requires signal location and value information for the
stimulus side only (from signal source to [JUT), and the accumulator need not
-tterrpt to identify the response side (from UUT to measurement device). In
inother case. no response relay or measurement device is designated in the test j

program set Y, cause the devices from the previous test are reused . Still other
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cases require complex arithmetic maneuvers on the part of the accumulator (or
the technician) in order to determine the signal value coming out of the UUT.
These complex cases were eliminated from the present prototype development
effort.

Data vs. knowledge: The final parser output. The generic regions used to
capture the state of the test station for any one test are not always used for
every test. In other words, although 40 potential regions have been identified, for
any given test only a subset of these may be used. The troubleshooting strategy
inherent in the Maintainer's Associate, however, successively refines a problem
space comprised of all 40 regions. This makes it necessary for the parser to
provide instantiation data for all regions, not just those which are used in the test.
For regions which are used in the test, the signal location and value information
are output in the form described earlier (REGION-NAME SIGNAL-LOCATION
SiGNAL-VALUE). For unused regions, the system is specifically alerted to the
assumption that a region that is not in use cannot be at fault. Therefore, the
parser output is not data but knowledge. The parser provides the actual fact that
would have been asserted by Rule-Kit had an interaction frame been run absolving
the region. This fact is of the form (REGION-NAME TEST OK). When the unused
region appears in the refinement list during a consultation, this fact already exists
in working memory via generic region instantiation at the start of the
consultation. The fact causes an evidence rule to fire, absolving the region of
blame without having asked the user to make a test.

The Glass Box Editor

The glass box editor operates concurrently with Rule-Kit consultation
sessions. In developing the editor, DRI provided the ability to add, change, or
delete data in the knowledge base by suspending consultation and entering an
editing environment. When editing is complete, consultation is resumed with
knowledge of new data and the changes.

When the editor is invoked, the screen is comprised of three windows:
the consult window, the refinement window, and the test queue window. Figure
10 shows all three editing windows, as well as two other windows the user may
access for further information: a text window and an evidence window. The
consult window shows the interaction frame message which is seen by tne user
during run time. The refinement list and test queue windows, which are available
with the consult window, are also displayed. When activated, these two windows
provide the ability to edit the associated probable cause rules and interaction
frame templates. The refinement window also provides the mechanism by which
the evidence rules associated with -i selected probable cause can be displayed or
edited. Finally, the text window is activated whenever necessary to display or
edit text, such as the text message in an interaction frame.

At some point in a consultation, the user may suspend the rcasoning
process by entering the word "suspend" im response to the prom pt fraInI an
interaction frame. Once suspended, the mouse proce<)or keeps tric'! of aoy
movement or action. If the mouse moves or a button is clicked, the mouse
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processor initiates the appropriate action to be taken by the editor. Editing
continues until consultation is resumed via a mouse command. This causes the
refinement list and test queue to be regenerated and the interaction frame at the
top of the queue to be run.

User Interfaces

The normal Rule-Kit consultation mode, in which the user responds to
questions presented in interaction frames, was augmented with four user
interfaces as part of the design process (see Chapter 2). These interfaces were
partially implemented in the prototype Maintainer's Associate. The four
interfaces are titled HOW, WHERE-FROM, WHERE-TO, and MARK & RETURN.

HOW. The HOW interface accesses engineering data and other support
information, such as removal and replacement instructions and alignment or
calibration procedures. Selection of the HOW key on the keypad provides the
technician with a brief explanation of the required procedure. For example,
Figure I1 shows the HOW display for setting up the digital voltmeter. The
principal focus of the present effort was the development and use of diagnostic
knowledge (troubleshooting procedures) employing Al methods, not on the
development and display of procedural information. Separate projects in the IMIS
program (the Computer-Based Maintenance Aids System and the Portable

i-
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Figure Il. Sarrple HOW Frame from Maintainer's Associate Display.
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Computer-Based Maintenance Aids System) have investigated presenting and
displaying this type of information. Therefore, although access to this type of
information was incorporated in the prototype Maintainer's Associate, only two
illustrative HOW frames were created: one for setting up the oscilloscope and
one for setting up the digital voltmeter.

WHERE-FROM. In the prototype, this interface was implemented as an
audit trail of the consultation in process. By pressing the key labeled WHERE-
FROM on the keypad, the technician is shown the path of the consultation up to
that point. When Rule-Kit establishes and refines a level because the correct

* assertions already exist in working memory, the technician does not see an
interaction frame. The audit trail records the interpretive process regardless of
the presentation of interaction frames. Thus, the parser's assertions may cause
the interpreter to find a winner without having to ask anything of the technician
and the audit trail may include entire establish-refine cycles not apparent in the
consultation's series of interaction frames.

Figure 12 shows two sample screen displays created by the WHERE-
FROM option. The screen is organized by levels of refinement. The first level is
a list of all assertions made by the parser at the beginning of the consultation;
that is, those facts that were asserted, based solely on the test number at which
the fault was manifest. Each subsequent level of refinement presents information
corresponding to the interpretive process of the Rule-Kit inference engine. For
example, in Figure 12 these include the refinement list (a list of probable causes);
the interaction frame to be run, together with a list of the points ascribed to
probable causes for each outcome; the outcome of the interaction frame; and the
name of the winning frame.

WHERE-TO. Selection of the WHERE-TO feature results in a display
which contains information on the expert system's pending processes, as shown in
Figure 13. This interface is intended for situations in which an interaction frame
asks the technician to make a measurement and report the results. If the
technician has questions (e.g., "How are you going to use that information?" or
"Why are you asking me that question now?"), this display explains the name of
the current interaction and its cost; the name of the currently instantiated
parent; and a list of the possible outcomes of this test, along with the number of
points to be ascribed to each probable cause. With this information, the system
states: "I have determined the fault to lie within this probable cause and the
following test is requested to help me assign points to each of these probable
causes now under suspicion."

MARK & RETURN. This interface is a first-approximation of a
capability of the Maintainer's Associate design which enables the user to "browse-
and-jump-ahead." When activated by pressing the MARK & RETURN key on the
keypad, a small flashing box appears in the corner of the display to indicate that
the interface is engaged. MARK & RETURN functions like a bookmark. It allows
the technician to move ahead in the consultation and answer questions without
actually making the measurements. During this browse of the consultation
process, WHERE-FROM and WHERE-TO are also active. Thus, in each
successive interaction frame, the small flashing box lets the technician know that
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49 when the MARK & RETURN button is pressed again, the system will reset the
consultation to the point where MARK & RETURN was originally requested by the
technician.
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diagnostic test tree and overlay symptom/fault information as additional branches
or tests.

Assumptions

The troubleshooting environment for this prototype is a complex
en'/irorunent. Electronic maintenance equipment is inherently complex, and new
developments in equipment design have increased the complexity. In order to test
the concept of applying expert systems to this environment, several assumptions
were necessary.

Single fault assumption. In the real world of automatic test equipment
(ATE) modeled in the prototype, faults in the electronic assemblies and
subassemblies can trigger secondary faults which must be located and repaired
before full system capability is restored. Development of a rule base to account
for all possibie combinations of faults was considered a task too expansive for the
present effort. Therefore, an underlying assumption of this task was that only a

. single fault is present in the equipment. Identification of that single fault w'as the
objective of the diagnostic tree.

Nonintermittency assumption. A second assumption was that the fault
maiifest ir, the system is nonintermittent; that is, it is a hard fail which is present
at the same point on each rerun of the test sequence. An intermittent fault,
wv.hich may or may not be present on repetitive tests, leads to inconsistencies in
the diagnostic process. Although intermittent faults are common and present a
serious maintenance problem, the expert system developed for the Maintainer's
Associate was not intended to address this problem.

Test number associated fault assumption. A sequence of tests is
.Automatically run by the ATE and interrupted upon discovery of a failure in the
process of automatic fault isolation. Each test in the sequence of tests is
identified by a test number. It is possible that a failure of a component can occur
at any time in any part of the ATE, even when that component is not involved in

~j. .- the particular test which is being run. An occurrence of a fault under these
corditions would be extremely difficult to identify, since the expert system
deieloped for the Maintainer's Associate is keyed on the decoding of the
programming associated with the test number which fails. Therefore, these
haphazard faults were not considered in the system; only components associated
with the areas of the ATE which are currently being used for a specific test were
considered in the suspect set.

A pproach

In order to accelerate the knowledge engineering process, the proposed
prolerri domain was divided into two separate levels, and rule base development
nroceeded at each level in parallel. The first level consisted of the rules which
isolated the malfunction to a particular TRU in the 6883 test station; the second
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level focused on the identification of a specific faulty component within the
Flight Control Simulator (FCS) adapter TRU. Because levels are hierarchically
related (Level I! is determined by Level I rules), a generic approach was adopted
for Level I which allowed independent Level 11 development. Thus, two somewhat
different knowledge engineering strategies were employed.

Both approaches relied on fairly conventional sources of knowledge,
primarily technical documentation and SMEs. The two SMEs for this effort were
7-skill-level avionics instructors from Air Training Command who were
responsible for 6883 and related automatic test equipment (ATE) at Lowry Air
Force Base, Colorado. Two supervisors from the intermediate-level maintenance
shop at Cannon Air Force Base, New Mexico, also contributed technical
expertise. All of the SMEs were responsible for providing information on 6883
operation, troubleshooting strategies, training objectives, and field maintenance
activities.

Level I Development

Level I consisted of the rules and interaction frames necessary to isolate
malfunctions to the TRU level. This task required: (a) development of a test loop
which would be applied for all troubleshooting scenarios; (b) identification of a
troubleshooting strategy which reflected the interdependencies and
interconnections of the components of the test station, the training and
performance objectives of classroom and on-the-job training, as well as skilled
technician rules-of-thumb where appropriate; and (c) development of a rule set
which captured all of the necessary information into the Rule-Kit architecture.

The test loop shown in Chapter 1, Figure 3, is a simplified model of the
ATE which presents signal source, signal switching, routing to the unit under test,
and signal measurement. For the development of the rule base for Level I, a more
complete and complex representation of the ATE was required because
troubleshooting to the TRU level required representation of the possible set of
TRUs in the schematic, as well as the interconnection of the TRUs via cabling and
wi res.

ihis enhanced test loop was developed from technical documen-
tation, SMEs, and prior knowledge of the ATE. Several schematics of
the A] h were available in the technical orders, but none presented the
test station in a way which would easily lend itself to development of
a troubleshooting strategy or to development of a set of rules. The
existing schematics were, therefore, synthesized into a single sche-
matic with sufficient complexity to adequately represent the AIL as
perceived by an SME, while confining the level of complexity to that
which woculd be familiar to the target audience. 'Ihis synthesized test
loop schematic was shown to both instructor and field SMhs in order to
define the relations of the test loop areas which represented specific
IRUs and tileir interconnections. Ihe final test loop schematic is
shown in igure 14.

Estabtishmnent of the test loop schematic led to development of a
troubleshooting strategy which reflected the troubleshooting approaches of all
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four SMEs. Reaching a consensus regarding troubleshooting starting points and
test/measurement sequences was critical to the process. When discrepancies
arose among SMEs, justification was sought for each position and a resolution
reached on the best alternative. This process also helped fine-tune the test loop
schematic. Both standard procedural approaches and individual SME heuristics
were sought to develop the diagnostic tree.

Establishing the test loop schematic and diagnostic tree facilitated Level

I rule base development. Using an establish-refine approach, the rules
incorporated a starting point general to all troubleshooting problems, and a
diagnostic tree of ambiguity groups resulting from test outcomes. The diagnostic
tree consists of levels of refinement and nodes associated with each level. The
nodes in the tree are either virtual (representing a set of actual nodes or test
station components) or actual (representing a specific test station component). A
part of the diagnostic tree developed for the stimulus side of the 6883 test station
is shown in Figure 15. The complete diagnostic tree was based on the structure
and function of the ATE, the ease of testing, the cost of testing, and the
likelihood of component failure.

.-

Stimulus-
Side

Stimulus Source Stimulus Relay/
Stimulus Logic

Regions

:..:

Stimulus Assembly Stimulus Assembly
* Input from DATAC

Figure 15. Partial Structural Representation of the F-Ill 6883 Converter/Flight
Control Systems Test Station, Showing Relationship of Actual (*) and
Virtual Nodes.

Level 11 Development

Level II of the knowledge base development consisted of rules thatdirected fault isolation within theFCS Adapter. Unlike Level 1, rules at this level

were specific to the FCS drawer and were not designed to apply to additional
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TRUs. Development of this rule base was relatively straightferward and can be
described best as a five-stage cooperative process between knowledge engineers
and SMEs. First, a hierarchical structural representatior, of the FCS was
constructed, based on the schematics, reference designations, and parts
breakdowns provided in the technical orders. Figure 16 shows part of this
structural breakdown for the FCS. Second, using the functional description and

FCS Adapter
A4AI

* . 75 VDC Programmable Feedback Operational
Power Supply AC Amplifier Resistor Network Amplifier

A4AIPSI A4AIA6 A4AIAI A4AIPSI

Electronic Relay Resistor
Component Assembly A4AIA6KI A4AIA6R1

A4AIA6ARI

Figure 16. Partial Structural Representation of the FCS Adapter, Including
Reference Designations.

block diagrams, a functional representation was developed. For the FCS, three
basic functions were identified and are shown in Figure 17. The third stage
required reconciling these two representations into a single system model which
related structural components in a functional hierarchy. Although this approach
was generally consistent with the reference designations, some components (e.g.,
chassis-mounted parts) were redefined to facilitate this process. Fourth, a
troubleshooting tree was constructed from the system model using the following
basic guidelines in addition to the basic research assumptions:

1. At the point where the FCS troubleshooting is initiated, the fault
has been unambiguously isolated to the FCS.

2. Each step in the troubleshooting process distinguishes at east or(
alternative in the next level of the system hierarchy.

3. The order in which tests are prescribed is dictated by factors that
include cost of test, likelihood of failure, and ease of repair.

-~ '42
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4. The level of detail represented in the final tree extends only to the
first replaceable/repairable component; subcomponent failures are not identufed.

Figure 18 shows a portion of the resulting test tree for the FCS which is expanded
to include decision points that are internal to the Maintainer's Associate syster,
as well as those requiring technician input. The final stage in the knowledge
engineering process consisted of translating the troubleshooting tree into
individual rules for entry into the prototype knowledge base. Each node
corresponds to one or more interaction frames in the system.

FCS Stimulus
Generation

Power Supply Roll and Pitch Amplitude \iodulation
Function Simulation and Repetitive Step

Roll and Pitch Servo-Solenoid Modulator and
Function Networks Valve Simulation AmDlif ier

Dummy Loads Amplification Cotro

Channel A Channel B

Figure 17. Partial Functional Representation of the F(_S Adapter.
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Results and Discussion

For the current Maintainer's Associate prototype, DRI developed a total
of 52 interaction frames, 130 probable cause rules, and 130 evidence rules. Of
these rules, approximately 60% were associated with the generic Level I of the
knowledge base, and the remaining 40% were associated with Level II. If it is
assumed that the FCS drawer is fairly typical of all 6883 TRUs, subsequent
expansion of the prototype problem domain to include additional components can
be estimated at approximately 125 rules (total probable cause and evidence) for
each new TRU.

More important than the number of rules, however, are the results of the
knowledge engineering process in terms of the nature of the rule base and its
structure. That is, in what ways did the outcomes of this process support or
disclaim conventional expectations regarding several elements of the knowledge
engineering task, including the role of subject-matter experts, the representation
of troubleshooting test loops and strategies, and the types of rules that result?
Admittedly, the Maintainer's Associate rule base is likely to represent only a
subset of the actual troubleshooting processes that might -be undertaken by
experienced technicians, because SMEs often employ more information than they
report or are even aware of using. However, the consistency of information
obtained from the four SMEs contributing to the data base suggests that this
effort has accurately reflected troubleshooting in avionics maintenance. For this
reason, a number of issues which have general implications beyond the present
project are addressed. These include approaches to device modeling, the use of
heuristics, and the selection and role of SMEs.

Device Modeling

It is generally assumed that an experienced technician's knowledge in a
given troubleshooting situation takes the form of a mental model of the device
under test. These models are not isomorphic representations of device
topography; but rather, they are composed of a number of interrelated and
overlapping structures that are often hierarchical in nature. As is evident from
the preceding descriptions of Level I and II development, the prototype
Maintainer's Associate rule base shares many of these characteristics. For
example, rules are hierarchically organized; they include both structural and
functional relationships, and are not entirely parsimonious in terms of the devices
represented.

However, there were several aspects of the experts' mental models that
were not easily captured by the knowledge engineering process and Rule-Kit
architecture. These ambiguities presented special problems to the knowlege
engineering task and are briefly described. First, because a single
representational format was imposed, the resulting rule base was limited to only
the most critical interdependencies. Although the system allowed structural,
operational, and functional information to coexist in the rule ba s e, a
comprehensive representation of all three was not practical.
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.-Second, it was sometimes difficult to restrict tile S \I t
e" ',irrptions of the prototype and the limits of the selected proble, 't:,.i ,

'~xapesince relays are a common source of malfunction, S\1Es '

skinp I directly to that specific level of detail, even though an int, ,
ly.", such as a component assembly, was more appropriate in v/,A

I t ier's Associate design and the technician's task. A third prole n
t:) t le previous two, was that arbitrary limitations on the system mlode' (, i"
at -,Ays correspond with the meaningful levels used by SMEs. Therefore, f
,rltcri. were employed so that the resulting rule base was coiipricriI -eal;;Tful units at various levels of structural detail. Fourth, it is possihhc ',,r
ove-rlap of functional, structural, and operational information to or. I
exanIple, fuses located on the TRUs of the ATE can be both indicators of f -'t-
(, a-nptorns) and faults themselves. That is, a bluwn fuse implies a fr'wt
irregularity in the test station and until it is replaced prevents normal op(r,it; ,
of tl,- test station. In addition, a blown fuse may imply a fault in th. TI' ,

_h it is associated or in another TRU which is sending a (faulty) s:,' ..
I'1" housing the fuse. Finally, it was found that the boundaries betk'., .

,*." r '~i,. or components could not be easily represented in the Rule-Kit for
a, and other connections are common sources of problems in the (W-- "

I .:t ', vet nalfui-ctions of this sort lie in the interface between regior!. ,. .
thercfore, cannot be attributed readily to a single component. For exoi!mp'e
of a firmi interface between two pins can result in a test failure, ee, t,,w',!,c 'e of the pins is broken or in need of replacement. The space between thr,:1, I'
it i identifiable as an element, is at fault.

One solution to this interface problem is to consider each to he t
-c' poieont that, when operating properly, is completely passive with repe, t :o
t.-, ' n o at being propagated. However, carried to extremes, incorporation cA ru,
to i!dress these interface "regions" could cripple the system. A second solitieo,
.o oi he to arbitrarily assign interfaces as input or output elements of spir, i'i .
TI' or components, rather than as distinct components. Although celt W+.
_.._ le, the successful use of this solution requires extensive reliance on S t
c,, o, .ntlv assign individual interfaces. In the present effort this iss, . .

n' faults in interface areas did not prove to be a serious concern. t
i-,.tt rfce problems occur in the attachment of the LRU adapter and LRIJ t t,
t, it ttion, and these problems would be identified and corrected durinl t",'
s;, ,t t-ition of WLe shop standard LRU, Secondly, troubleshooting requirw, S 1

0/rC;o /1 of cables and other connections to perform signal measurement;. ltrui't
ti, iro ess, faults related to poor interface connections would be purposel m-
v r,,' ry tally identified and corrected. Finally, in the opinions of the project S \T,,
t 'lihood of an interface connection fault within the ATE is small. Intr ,.i
(. 'r er -t interconnects are rarely if ever manipulated, and tha li;llit ,
oiportinity for misalignment of pins.

°7-

A 'ari ulr yp 4 Cl t

A particular type of rule often prominent in the trouleso.
t rre ,s the heuristic or rule-of-thumb. Heuristics are consistent ., i th .
S,i,? ral troubleshooting approach and dictate jumping a '.
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likely solution, rather than systematically considering all alternatives. Sometimes
the likely solution is incorrect, of course, and the technician must backtrack and
try a different alternative. It was anticipated that heuristics would play a
significant role in the development of the Maintainer's Associate rule base
because experts often report using them to identify malfunctions. As a result,
jumping and backtracking capabilities were incorporated into the Maintainer's
Associate system to accommodate rules of this type (see Chapter 3).

However, the SMEs consulted in this project made almost no use of
heuristics even though they were encouraged to do so. A number of explanations
for this unexpected finding were considered. One possibility was that, since the
primary SMEs were instructors rather than field technicians, their approach to
troubleshooting was essentially pedagogical, and thus sytematic, rather than
pragmatic. Furthermore, since neither instructor SME had substantial field
experience, they may simply have been unaware of useful heuristics. Constraints
on field maintenance such as time, personnel, and operational readiness, may also
provide a possible explanation, because these factors are not evident in the
school environment. Finally, it was thought that the particular problem domain
selected for the prototype, especially the FCS, might be atypical with respect to
the use of heuristic rules. To examine these explanations, the Cannon Air Force
Base SMEs were consulted. They could suggest no additional heuristics for the
rule base and noted that heuristics were typically device-specific or aircraft-
specific rather than applicable at a general systems level. That is, particular test
stations or aircraft have idiosyncratic malfunctions that recur under certain
conditions; and in these specific situations, heuristics are particularly effective.

Another type of heuristic that is often cited in the troubleshooting
literature involves the use of patterns of information (or symptoms) by the
technician. In this knowledge engineering effort, these types of rules were also
not in evidence. SMEs generally relied on a stepwise establish-refine approach by
focusing on a single piece of data at any one time, and patterns of information
only developed sequentially in the troubleshooting process. The reasons for this
are unclear, but it is likely that the perceived format of the Maintainer's
Associate rule base, the digital nature of the automatic test equipment, and the
assumptions regarding the types of allowable malfunctions all played a role.

Subject-Matter Expert Selection and Use

As previously noted, both training and maintenance shop environments
provided SMEs for this work. The training instructors had extensive experience
with the 6883 test station, but limited field repair experience. Thus, the

experience of the instructor SMEs was aligned with an operational rather than a
repair/troubleshooting context. On the other hand, the SMEs from Cannon AFB
had substantial field experience and brought the opposite perspective--less
emphasis on representational elements which may be important to the novice
technician and greater emphasis on the components particularly useful to

'. troubleshooting. This difference had subtle impacts on the knowledge engineering
process in that the development of the test loop schematic required substantial
review, even extensive modification, to reconcile operational representativeness

"" with maintenance/repair modeling.
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The potential for discrepancies between the perspectives or mental
,€ models of instructors and field technicians raised the knowledge engineering

issues of SME reliability and validity. Although the knowledge engineer can seek
a consensus among SMEs on specific points, lack of personal experience with
either instruction or maintenance can limit the knowledge engineer's ability to
resolve these larger questions. Once the model of the test loop and the associated
troubleshooting strategy had been rnodified, all four SMEs agreed that it was an
accurate representation. This implied that Air Training Command's
troubleshooting training reflects field performance needs. However, some
disagreement occurred in the area of domain knowledge. Instructor SMEs were
more familiar with all the areas of the test station; the field technicians knew
more about specific areas and component failure rates, which were important to
developing the troubleshooting approach.

For a particular development effort, the decision to use multiple experts
versus a single expert is most likely to be a practical one. In this project,
multiple experts were used because of their availability and because the
combination of instructor and field maintenance expertise was considered optimal
in development of the troubleshooting strategy and rule base. In practice, the
selection of one or more experts will depend on the availability of a single
recognized domain expert whose information is considered reliable and
comprehensive, the preference of the knowledge engineer for varied perspectives,
or the ability of the knowledge engineer to establish multiple working
relationships. The experience of this effort indicated that even with multiple
experts, each becomes, in a sense, a single expert because each exhibits expertise
in a particular area or subset of the domain. Conflicts that arose among the SMEs
were resolved through discussion and consensus.

Conclusion

Although the approach to the Maintainer's Associate prototype
knowledge engineering task was separated into two levels to address two different
aspects of the rule base (the generic test loop rule set and the TRU-specific rule
set), many of the same elements were involved in the development of the rule
base for each level. A schematic, representative of the equipment and derived
from a synthesis of existing schernatics and through discussion and review with

lISMEs, was developed on which to build a troubleshooting strategy. The
troubleshooting strategy was refined, again through discussion with SMEs, and the
rules which reflected the strategy were developed. These rules were reviewed
several times, especially in establishing test costs and sequences, and resulted in
the final combined rule set.

In the process, it was discovered that limitotions of the expert system
architecture used in the present effort resulted in constraints on the ability to
translate the SME system model to the rule bdse. In addition, heuristics,
frequertly gi/en emphasis in expert s,,te, literature, may not be suitable to all
systems. Thei r mam ,rnpc rtji(e hl:. he ii: systeins modeling specific aircraft or
test stations, where rriodeling of iis' nOra les ,f the equipment would facilitate
trounleshoo t ag.
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Finally, the use of multiple experts did not present significant problems
regarding system modeling or troubleshooting strategy. The opportunity to
incorporate both instructor and field technician perspectives was very valuable.
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CHAPTER 5: SYSTEM DEMONSTRATION

A principal goal in this effort was to demonstrate the operations of the
*. prototype Mlaintainer's Associate for a variety of Air Force, industry, and
- research audiences. These demonstrations were designed to meet three project
"" objectives: (a) dissemination of results, (b) validation of the prototype, and (c)

formation of future R&D guidelines. The reactions of current avionics
technicians were of particular interest because this information provided the basis
for system validation and further development of the prototype as a job

* performance aid and trainer. As a complement to this perspective, the reactions
of maintenance officers allowed project staff to assess the response to integrated
U' iagnostic equipment that may be expected for future weapon and support
swsterns. The results of these technical demonstrations are presented in this
chapter.

Demonstration to Avionics Technicians

\ppreach

For technical personnel, a scripted demonstration was developed based
on the typical troubleshooting scenario which was introduced in Chapter 3. This
scenario began when a failure was indicated at test number 301982 in the
automatic test sequence for the Feel and Trim LRU. By substituting a known
operational Feel and Trim into the test loop and repeating the test sequence, the
,problem was isolated to the test station. Subsequent manual troubleshooting

. proceeded under the guidance of the Maintainer's Associate system. The display
shown in Figure 19, for example, requested that the technician check test points
.' and 15 on the front panel of the FCS. Eventually, a malfunction in a power
suppiy circuit of the FCS adapter was identified and appropriate repair action was
indicated. This interactive sequence of Maintainer's Associate displays and
keypad responses was selected to exhibit the full range of system features within
the context of a fairly typical test station problem. The complete series of 18
demonstration displays required approximately 10 minutes to present. Following
the scripted demonstration, technicians were encouraged to try out the
'.laintainer's Associate by entering one test number from a list of 60 that the
svstem was capable of troubleshooting. Technicians would open their LRU
technical orders to the test number in question and compare the Maintainer's

*2 " .Yociate diagnostic strategy and specific requests for measurements to their
own. Demonstrations were conducted with no more than three technicians per
svstem to ensure clear visibility. Each session was prefaced by brief remarks
abc Jt the purpose of the system, allowed time for questions and answers, and
incljded a period for hands-on tryout of the Maintainer's Associate.

Two different technical groups were selected to participate in the
demonstratior sessions. The first consisted of six avionics instructors from the
\ir Training Command at Lowry AFB, Colorado. These technicians averaged
more than ( years of avionics maintenance experience, and all but one were rated
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at the 7-level skill classification. The second group was comprised of 10 avionics
technicians from the intermediate-level F-I I maintenance shop at Cannon AFB,
New Mexico, who averaged approximately 2.5 years of experience. A broad range
of skilled personnel was represented in the Cannon sample, including four 3-levels,
five 5-levels, and one 7-level technician.

.1 e

.. F.

~Figure 19. Interaction Frame for Checking Test Points 14 and 15 in the FCS.

POWRResults and Discussion

' ':'System critiques. Critique forms were sel-administered by all avionics

~personnel who participated in a demonstration session with the Maintainer's

SAssociate. Personnel were asked to assign ratings to each of 12 system

[-.'..,p ,rirman e factor s using a 5-point Likert scale that ranged from "very poor" (1)

l-,.,' '"'"t c " xc cll nt" (5). Space was also provided for general comments and co mrments

' ,["i ot those features they liked most and liked least. A copy' of the critique form

L- -_ md is provided in ,Appendix B.

: . Table 2 shows the mean ratings for each performance factor as a

fti. tiOn of each group and overall. In general, the responses were

' o ew elrriigly positive , with both instructors and field technicians giving the

*.. system a mean overall rating of .6. The lowest combined mean rating co er d

'..'- the range of user options (3.8) and the highest combined mean ratings were given

., .
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for ease of use (4.8) and usefulness for training (4.8). Surprisingly, although the
system was designed as an on-the-job troubleshooting aid, both groups rated it
slightly higher on its usefulness for training than on its usefulness for job aiding.
The most noticeable differences in the mezw ratings of the two groups (field
technicians vs. instructors) were revealed in their assessment of the display
quality [3.8 vs. 5.0; t(14) = 5.28, 2<.001], the helpfulness of explanations [4.6 vs.
3.5; t(12) = 4.16, p <.01], and the usefulness for job aiding [4.7 vs. 3.8; t(14)
2.59, p<.05]. These latter two differences suggest that instructors may not be in
the best Dosition to judge what is perceived as helpful and useful by less
experienced technicians in the field.

Table 2. Mean Ratingsa of System Performance from Demonstration Critiques

Field technicians Instructors Overall
Performance Factor (n - 10) (n = 6) (n = 16)

Ease of Use 4.7 4.8 4.8
Speed of Operation 4.1 4.5 4.3
Troubleshooting Accuracy 4.4 4.4 4.4
Troubleshooting Strategy 4.7 4.5 4.6
Troubleshooting Efficiency 4.3 4.0 4.2
Range of User Options 4.0 3.3 3.8
Display Quality 3.8 5.0 4.3
Helpfulness of Explanations 4.6 3.5 4.3
Hardware Packaging 4.2 4.8 4.4
Usefulness for Job Aiding 4.7 3.8 4.4
Usefulness for "Training 5.0 4.3 4.8
Overall Rating 4.6 4.6 4.6

Scal>: I Very Poor, 5 Excellent

Additional comments were also favorable and focused largely on the
training potential of the prototype. A number of the technicians discussed the
need to prouide more depth to the systern in terms of the malfunctions covered,
explanations provided, ard technical references. The features that they
reportedly liked the most about the Maintainer's Associate included its simplicity
and training capability, its compact size, its logical (test-loop-based) approach,
and its ability to save time by avoiding the use of technical orders. Those
elc;rents liked the least included the readability of the display (too crowded) and
the LInk of depth in the range of problems and scope of explanations in the
current prototype. Several instructors also expressed the concern that novice
technicians might becorne dependent on the device without developing appropriate

.troubleshooting skills.
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Formative interviews. Individual interviews were also conducted with
five of the field technicians to assess in more detail their reactions to the
Ma:ntaner's Associate and their suggestions for future work. Each interview
lasted approximately 20 minutes an- consisted of open-ended questions about
general system operation and cicn of the system interface features. The
interview guide used to support this data collection effort is provided in Appendix
B. The results of these formative interviews were generally consistent with the

""- critique results discussed previously. Specifically, the field technicians reported
that:

t . the message length and level of explanation provided by the HOW
feature were appropriate, but the addition of technical orders references might be
useful;

2. the graphics were quite helpful within the interaction frames,
especially the test loop diagram, but the screen appeared a bit crowded at times;

3. the MARK & RETURN feature could be improved by allowing the
user to begin anywhere in the troubleshooting process;

4. the WHERE-TO feature was useful but might be moreso if the
information was presented in a test tree graphic format; and

5. the WHERE-FROM feature was critical for training purposes and
might be improved by the addition of canned explanations and/or test tree
diagrams.

Although comments were overwhelmingly favorable, additional
suggestions included expanding the problem space to other TRU and even LRU
malfunctions, adding a hard-copy capability, and providing more detailed
information for novice technicians. Technician's comments coincided in large
part with the expectations of the project staff and were typically a reflection of
the established scope of the prototype effort, rather than system design
limitations or operational shortcomings. Suggestions for future system
de/elopment are considered more fully in Chapter 6.

1emonstration to Deputy Chief of Maintenance

Approach

DRI presented a formal briefing and scripted demonstration to the
Deputy Chief of Maintenance (DCM) and members of his staff, 27th Tactical
Fighter Wing, Cannon AFB. The briefing explained the background, objectives,
and technical approach of the prototype. The scripted demonstration was the
safne one presented to avionics technicians; each demonstration took about 20
minutes followed by over an hour of discussion. The purpose of these sessions was
to validate the Maintainer's Associate concept, not with respect to the accuracy
of its technical detail, but with respect to its feasibility from an organizational
and management perspective.
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Results and Discussion

The discussion following the briefing and demonstration can be
summarized in three main points. First, the Maintainer's Associate, or devices
like it, were familiar to maintenance officers; and the likelihood that the Air
Force would eventually employ this method of job aiding was acknowledged and
accepted. The DCM took a realistic view of the Maintainer's Associate,
recognizing that with any new technology, there is a need for system test,
evaluation, and continual improvement.

Second, the maintenance officers were concerned with being dependent
V. on yet another computer system. Computer-based systems have a reputation for

unreliability and inaccessibility. The officers recommended that an adequate
backup system be provided as part of a device deployment.

Third, this group was concerned about the potential for mental
dependence on the job aid. Since the Maintainer's Associate is capable of solving
troubleshooting problems, the officers were worried that avionics technicians
would rely on the system and not develop or exercise their own diagnostic
competency. The formal briefing outlined how this issue was explicitly addressed
in system design through provision of skill multiplier features, including
maintenance training simulation. The prototype was purposefully constructed not
only to avoid mental dependence, but to actively support skill acquisition. It is
important to note that the officers' concerns with dependence reinforced the
validity of the intended purpose of the skill multiplier features--to satisfy the
need for trained technical personnel.

Conclusion

Although the technical audience for the system demonstration was
relatively small, technicians clearly validated the approach as implemented in the
current prototype. Both classroom instructors and field personnel were favorably
impressed with the performance and training potential of the Maintainer's
Associate. Their suggestions for future R&D focused on realizing that potential
and expanding the problem domain. The management audience was not resistant
to the associate concept as the inevitable solution to existing maintenance
problems with technical documentation. They were, however, concerned with how
this technology will be institutionalized, especially with respect to the potential
problems of physical and mental dependence.
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CHAPTER 6. CONCLUSIONS AND DIRECTIONS FOR FUTURE WORK

The findings of this study suggest a number of potential areas for future
development of the Maintainer's Associate system. The purpose of this chapter is,
first, to summarize the accomplishments of the current work and, second, to
make recommendations for future R&D in light of the anticipated near-term

-, trends in weapon support systems. These objectives are addressed as they relate
to specific topical areas of R&D in the discussion that follows.

Skill Multiplier

Next-generation weapon systems will continue the long-standing trend
toward greater complexity. By virtue of this, increased diagnostic sophistication

* .will be required just to keep even with current maintenance proficiency. This
increased diagnostic sophistication, however, wilt not include more use of
automatic test equipment in intermediate-level shops. On the contrary, the Air
Force will move toward reduced dependence on the avionics intermediate shop.
This may be accomplished through a combination of strategies, including: more
reliable LRUs, better built-in test and associated on-aircraft diagnostic
infrastructures, better integration of test strategies across maintenance levels,
better data-keeping on faults, better fault isolation procedures for flight line
maintenance, policies of continued system maturation beyond full-scale
production, and fault-tolerant design. Human involvement in weapon system
maintenance will remain, probably supported by devices like the Maintainer's
Associate. Thus, the weapon system, its automatic support systems, and the
human maintenance technician will all be more sophisticated diagnostically than
in today's systems.

The demonstrations of the prototype Maintainer's Associate established
its diagnostic competence and appropriateness for the field environment.
Technicians perceived it as a good job aid and training device, the two principal
features of a skill multiplier, because it enables novice technicians to solve
diagnostic problems beyond their own level of competence and teaches them how
to solve future problems on their own.

One of the ways to promote skills acquistion is through problem-solving

exercises. For maintenance technicians, these problem-solving exercises
generally take the form of troubleshooting simulations. Given the fact that the
Maintainer's Associate has diagnostic competency in the expert system, and given
that it is possible to access the reasoning or inference mechanism behind this
competency, it provides the basis for construction of a troubleshooting coach. In
its basic conception (refer to Chapters 1 and 2), this coach is simply an inversion
of the expert system. The technician poses the questions as to where and what to
test, and the expert system answers with the (simulated) findings. The coach
forces the student to anticipate each of its own processing steps in advance; and,
if the student's next step differs from the coach's, it intervenes immediately with
corrective action. The inversion, however, can, and should, go deeper than this.
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By designing the coach to the extent that the technician is forced to emulate the
actions of the expert system's inference procedure, the technician learns a
successful general diagnostic strategy (i.e., the inference cycle of establish-
refine) and the problem-specific details (i.e., the rule base) on which it operates.

Future work should focus on implementing this coach and coupling it
with a curriculum-sequencing module and a student model to yield a complete
intelligent tutorial system. The curriculum-sequencing module would be able to
determine what simulated fault (arid what part of t!e tr-oile.;hootg task for
that fault) out of all possible faults would best serie to adtance the skill level of
the technician as measured against on-the-job training objectives. The student
model would be a detailed record of the techni-ian's successes and failures with
each simulation exercise.

A key outcome of this work would be dernonstrating that the same
knowledge base useful in job aiding is useful in training. W ere this true, it would
pave the way to the successful integration of job aiding and traiming and present a
revolutionary new way to develop the skills in a cadre of technicians. More
generally, the successful development and evaluation of sirh a trowhleshooting
coach would supplement what is known about building intelligent tutoring systems.

Skill Integrator

The design goal for future weapon systems will not on!y change, but the
process by which this goal is achieved will be new. First, fault detection and fault
isolation concerns will be addressed as a system and the various diagnostic
technologies--BIT, ATE, job aids, MIS--will riot be developed independently, but
as an integrated whole. Computer-aided design, engineering, and manufacturing
have already had, and will continue to have, a large impact on the design process.
This computer-aided support capability establishes a closed information loop from
design to support, and back again, throughout which the device model serves as
the basis of communication, coordination, and integration arnong the phases of a
weapon system. This closed-loop approach reinforces the idea that system
maturation never ends. Because of their important role in serving as a source of
information on weapon and support system performance, trained technical
personnel will always participate in maintenance. The skill integrator interface
of the Maintainer's Associate was designed to support this role.

The skill integrator works cooperatively with skilled technicians to solve
problems and capture the human technician's diagnostic insights as they arise.
The foundation for this feature is the extensible, modularized rule base of the
Rule-Kit expert system. The expert system architecture i'; capable of
interpreting, in a uniform representation, rules of inference derivFd fron a
description of system structure, as well as informal, exporernt ii heuristiCs.
Although this basis for adding human diagnostic insights to the rule h,ise <ists, a
suitable debriefing interface was not implemented in the Maintainer's Associate
prototype.
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Future work to be done on this debriefing interface offers a variety of
options. Several events could initiate the debriefing, ranging from user initiatiie
to the system's failure to isolate the fault. In either case, the architecture and
knowledge base of the expert system could provide context, semantics, and even
syntax in which to carry on a discourse with the user regarding a new diagnostic
rule. The problems of natural language are greatly simplified when the context is
constrained and when semantics and syntax are specified. The existing
architecture and rule base makes the notion of talking to a computer about an
insight a far more likely possibility. Successful implementation of this debriefing
interface would yield results of general interest to the field of natural language
processing.

A second aspect of the maintainer's associate skill integrator interface is
cooperative human-computer problem-solving. Very little basic theoretical work
has been conducted in this area. The problem-solving strengths of humans and
computers have been contrasted in a descriptive way, but no prescriptive design
for combining these has been approached. The browse, jump-ahead, and
debriefing features of the Maintainer's Associate are only a beginning in what may
become an increasingly important field. Basic R&D in this area could be focused
by limiting problem-solving to troubleshooting in the electronics equipment
domain.

It is particularly important that an associate be able to work with both
expert and novice technicians in appropriately different ways. The novice may
rely on the system for all diagnostic reasoning and data-gathering. The expert
needs assistance that is flexible, because observations and preliminary reasoning
have probably been done independently.

The MARK & RETURN feature on the Maintainer's Associate
impiemented a partial solution to this concern. This feature allows the technician
to explore where the system would go, diagnostically, given different answers to
i its questions. The technician, however, is still unable to make assertions
independent of whether the assertion is an acceptable answer to the question the
Maintainer's Associate is currently posing. Ideally, technicians should be able to
take the initiative by making such assertions, both of evidence observed and of
probable causes suspected. These assertions should also be able to be made
outside the context of the expert system's current state (i.e., they should not have
to match the assertions the expert system is currently processing); and once the
technician has entered these assertions, they should impact the flow of inferences
being made.

The above features represent only one of many possible design strategies
that facilitate cooperative human-computer problem-solving. It is an approach
that mitigates against the inevitable frustration experts would feel in dealing with
a system designed for novices. The Maintainer's Associate expert system
architecture provides a foundation for further develiopment of the
mixed-initiative approach to troubleshooting.

in-this One aspect of the maintainer's associate concept that was !wt explored
in this effort was the ability to prebrief technicians. A prebricfing interface
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would integrate corporate,-wide skills by providing technicians ac-(ess t.) the \TS
records for all past repairs of the system under test. The development of MIS
systems has been accomplished for many specific weapon systems. in the future,
these systems should capitalize on a design to close the information loop based on
the device model, as discussed in Chapter I. MIS systems would also benefit fron,
the notion of episodic memory and the use of Al techniques in this area (see
Kolodner, 19,3) to develop the database of maintenance events. This could be
useful in characterizing and categorizing_ maintenance events; in recognizing fsew,
novel, or aberrant events; and in facilitating tihe return flow of informiation back
from support activities to design activities, where rectifying design changes may
be made.

For the prebriefing interface, future work should ais' be directed at
rounding out the complement of four information resources which the \Maintainer's
Associate incorporates. This would include the incorporation of an interactive
gateway to the weapon system's maintenance information system and to its
supporting technical documentation, principally schematics, illustrated parts
breakdowns, and removal, installation, calibration, alignment, safety, and other
information.

Knowledge Acquisition

Hybrid Diagnosis

Demonstrating an efficient knowledge acquisition strategy capable of
integrating both specification- and symptom-based knowledge was a project
objective that was achieved largely by representing all rules in the
establish-refine formalism. Although no automated tools were used to develop
specification-based diagnostic rules, the knowledge engineers, in conjunction with
the SMEs, used a specif -ation-based process. This process analyzed the structure
(topology, dependency) of the system under test, derived a diagnostic strategy
(test tree) from this, and converted the strategy to rules in Rule-Kit's syntax.
Although this process was conducted using the technician's mental model, its basis
was system structure, not empirical symptom-fault associations. (This process
and its results are described in more detail in Chapter 4.)

It must be recognized that however well a diagnostic system may be
operationalized using only specification-based knowledge, some faults will go
undetected because of incompleteness or simplification in the device model.
Symptom-based rules fill the gap in the knowledge base when the manifest
symptom-failure associations for previously undiagnosable faults are determined.
This project showed that a hybrid diagnostic approach offers a feasible nethod for
resolving this shortcoming of specification-based diagnostics. The project staff
found, however, that for this diagnostic task, the great preponderance of rules
were specification- rather than symptom-based. Knowledge engineers initiated
their worl consciously seeking out each type of inference, but in only a very few
rases was symptofn-based knowledge employed. When found, however, it was
possible to use syrnptorn-based knowledge together with the sOecifica:tion-based
knowklge in a uniform representation.
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Reconfigurable Systems

A major contribution of this project was the implementation of an Al
approach to troubleshooting reconfigurable systems. The 6883 test station is
really 400 different systems, depending on the LRU test number. The challenge
posed was how to troubleshoot a system of multiple states without developing
multiple sets of rules. The solution was to conceive of the system at a level of

* abstraction at which the system's description remained invariant across states. In
the case of automatic test stations, this abstraction was the test loop. (Other
reconfigurable systems will have other invariant abstractions.) The system was
abstractly conceived, and the diagnostic strategy was applied to the components
of the abstraction. This was an instance of the hierarchical decomposition
approach to diagnosis, where the hierarchical abstraction not only removed details
of connection but also of state.

The diagnostic strategy derived from the abstract system model
identified where to test (in terms of topology or dependency), but not where to
test physically. Although abstracted, the system itself remains a concrete
physical object. Thus, there was the problem of how to make the diagnostic
strategy's request to check at the input to an abstract region match the actual
corresponding physical location and expected signal value. This translation was
accomplished through use of a parser, which compiled lists of physical locations
and expected measurement values by abstract region for each system state. The
parser's principal source of knowledge about system state was the UUT's test
program set; indeed, the test program set is what defines the test station's state.
The diagnostic test strategy was written independently of state, and the
instantiation of the abstraction into a physical location and expected value was
accomplished by the parser.

Authoring System

There are three types of tools that can be of particular use to the
knowle ge engineer: (a) a rule base editor that operates in the context of a
diagnostic consultation, (b) a verification routine that exercises all possible paths

through the rule base and reports inconsistencies, and (c) a system-specification-
to-diagnostic-strategy converter.

One objective of this work was to demonstrate that knowledge base
deielopmnent could be accomplished by nonprogramners. This was achieved at the
outset, simply due to the nature of the expert system architecture selected. In
Rule-Kit, control and data are separated. A uniform data format is interpreted in
a uniform way by the expert system's inference engine. Once a knowledge
engineer has interpreted a diagnostic strategy in the context of the expert
system's architecture and rule format, it is easy to develop the knowledge base.
This project made the task of the knowledge engineer even easier by providing the
ability to enter or edit rules in the context of their execution with the glass hox
editor. Thus, the glass box editor enables nonprogrammers to input and
nar:p-tjlate the knowledge base. This editor may be a good starting point for
further work on the skill integrator interface. The graphics work station and the
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validator-verifier were other system development tools which helped cc aplete
and debug the knowledge base. Many routine procedural errors were detected by
the validator-verifier and then removed.

In this particular project, an aid for converting descriptions of structure
into diagnostic strategies was not developed. As reviewed in Chapter 1, many
such tools exist. Since the knowledge engineers employed largely a specification-
based approach, it is concluded that this stage of knowledge base development
could be supported with a computer-based tool. The tool should permit flexible
interaction with the knowledge engineer, both in inputting the device model and in
interactively editing the tool's output.

Institutionalization

Issues surrounding the organizational impact of a new technology must
be addressed far in advance of efforts to use the technology. Before advanced
development activities with the Maintainer's Associate can be undertaken, issues
surrounding its institutionalization need to be explored. Two institutionalization
issues that were raised during the demonstrations at the end of this project need
further examination: reliability and acceptance. How can the maintainer's
associate system be made sufficiently reliable so that it performs reliably in an
operational environment? Once this is adequately answered, how can users be
persuaded and convinced of this reliability so that they accept this new approach
to technical job aiding and training; and what other organizational factors will
enhance its introduction, acceptability, and utility?

Advanced development efforts with associate systems will also require
addressing systems engineering issues. The overall maintainer's associate system,
and its development and operation, would need to be explored in detail. Ideally,
the system would comprise a worldwide information network, with links from the
design engineers to the flight line. Important questions immediately arise with
respect to this scenario: How will configuration control be maintained? How and
how often will updates be managed? How will this information, tantamount to the
health, well-being, and weakness of our weapon systems, be secured? What will
happen if the system's satellites are down? How will the system work if a unit is
deployed to a remote area?

Systems engineering issues also extend to the classroom. The integrated
.job aiding and training a maintainer's associate makes possible will undoubtedly

have an impact on the Air Force's training establishment, the Air Training
Command. Specifics of this impact need to be identified and varieties of
responses need to be analyzed so that changes can be made in anticipation of, and
not in reaction to, the changing technology that will bring the rnaintainer's
associate to fruition.

Du e to the success in developing the protoype, its successi al
% demonstration, and the maintenance concerns and scenario of the future, it is

recomnended that advanced development versions of the Maintainer's %ssociute
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be developed and field tested as soon as is practicable. This recommendation is
consistent with the finding of the National Academy of Sciences Committee on
Fault Isolation in Air Force Weapon and Support Systems. The prototype, without
any of the enhancements possible with exploratory development, if scaled up to a
realistic scope, could prove to be a useful and acceptable advance in weapon
systems support. The deployment of such a maintainer's associate system for an
Air Force weapon system is an achievable near-term goal. In preparation for this
goal, serious studies of the ben-'*ts, costs, and risks of the maintainer's associate
need to be undertaken. As i first step, this project has helped define the
concept, reduce the risk involved, and identify the benefits that might accrue.
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APPENDIX A: TECHNICAL DATA FOR PARSER DEVELOPMENT

Technical orders
manual Figure

33A1-378-2 8-2

33A1-10-112-2 8-1

33D3-9-99-2 8-1

33D3-9-100-2 8-2

33D3-9-101-2 8-2

33D3-9-102-2 6-1
8 -2

33D3-9-103-2 6-1
8-2
8-6

33D7-15-2 9-1
9-10
9-I1

J~. 9-14
9-15
9-16
9-18

33D7-42-1-132 4-1
4-4
7-14
7-15
7-16
9-245

33DA8-21-2 8-2

S":.-U: 5A9-2-42-28-1 2-10
2-11
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.i APPENDIX B: DATA COLLECTION INSTRUMENTS .
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CRITIQUE %..

Please take a few minutes to record your impressions of the prototype
,. Maintainer's Associate (MA) that has just been demonstrated. Your comments are

vital for evaluating the success of the project to date as well as for determining
the direction this research might take in the future. Thank you!

What is your current skill level?

How many years experience do you have in electronics maintenance? "._-__

How many years experience do you have with 6883/73 test equipment? " _

Did you actually use the MA? or just observe the MA? _ _ _

How would you rate the performance of the MA system on the following factors:

Very Poor Excellent

Ease of use? 1 2 3 4 5

Speed of operation? 1 2 3 4 5

Troubleshooting accuracy? 1 2 3 4 5

Troubleshooting strategy? 1 2 3 4 5

Troubleshooting efficiency? 1 2 3 4 5

Range of user options? 1 2 3 4 5

Display quality? 1 2 3 4 5

Helpfulness of explanations? 1 2 3 4 5

Hardware packaging? 1 2 3 4 5

Usefulness for job aiding? 1 2 3 4 5

Usefulness for training? 1 2 3 4 5

Overall rating of performance? 1 2 3 4 5

What did you like most about the MA system?

VWhat did you like least about the MA system?

Any other commerts? _____
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INTERVIEW GUIDE

Date: __

Time: __

Location:

Subject:

Interviewer:

1. Read the following instructions:

* "The purpose of this tryout session is to get your honest reactions
to the various features of the Maintainer's Associate. This is a
prototype system, and your comments are important for future

Ni development efforts. For the first part of this session, I would like
to guide you through a possible troubleshooting situation,
collecting your reactions (if any) at each step in the process.
During the second part of the session, you will have an opportunity
to try out the MA system entirely on your own."

.4.

2. Begin the demonstration part with the SME entering all choices. Try to get
comments on the following features as they seem appropriate.

a. HOW

Appropriate level of explanation for 3- and 5-level
technicians?

A!

Message length OK?

Need additional details, references, or diagrams?

b. INTERACTION FRAMES

%re directions clear?

A, 72
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Wra

Does the system have the right 'associate' tone, or too
authoritative?

Are the graphics useful?

Are the alternatives clear and appropriate?

c. MARK & RETURN

A Is this feature useful?

Is it easy to use? What would make it better?

d. WHERE TO

Does this feature give you enough explanation?

Is it useful?

What might make it better? Test loop diagrams? Binary test
tree?

e. WHERE FROM

Is this feature important/useful?

Is the information presented clearly?

What might make it better?

73 '
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, -:3. Allow the technician to try out the system for a short time alone. Record
* any comments or problems.

4. Question the technician about additional features and future plans for the
system (e.g., possible notes file, simulation capability, canned why's).

5. Question the technician about hardware features.

a. Speed of response

b. Overall size

C. Display quality

d. Input mode

6. Have the technician complete the standard CRITIQUE and attach to this
form.
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